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Abstract—The Statistical Disclosure Attack against a par-
ticular user of an anonymity system is known to be very
effective in determining, after long-term observation of the
system, the set of receivers that user sends messages to.
This paper first presents an improvement over this attack
that, by employing a weighted mean of the observed relative
receiver popularity, is more accurate than the original one
based upon arithmetic mean. Second, a mathematical analysis
is presented of this attack on a model, in which senders blend
dummy messages with real ones. It is shown that despite such
sender-generated dummy cover traffic, the attack can proceed
almost unhindered. The analysis substantiates earlier empirical
indications of the ineffectiveness of this countermeasure.
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I. INTRODUCTION

Many applications for which the Internet is used today
were completely unforeseen back when its underlying archi-
tecture was designed and put into practice. In particular, the
need for anonymous communication was not anticipated and
for such communication there is little support, if any, in its
basic framework. Anonymous web surfing, chatting, email-
ing and evoting are just some examples of applications that
require anonymity. Systems that enable anonymous commu-
nication for such applications are therefore constructed on
top of the existing architecture.

A popular technique to implement an anonymity system
is as a mix network, as proposed by Chaum [3], which is
a collection of proxy nodes that relay messages between
senders and, possibly overlapping, receivers connected to the
mix. These intermediate proxies are the fundamental source
of the anonymity achieved by such systems.

Several attacks by adversaries on mix-based anonymity
systems, along with possible countermeasures, have been
studied. Back, Moller and Stiglic [1], and Raymond [10]
contain detailed lists of attacks. Of these, the class of long-
term intersection attacks is one of the strongest. In these
attacks, a passive global adversary correlates senders with
receivers that they often send messages to, by observing
over a long period messages that enter and leave the mix.
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The Statistical Disclosure Attack (SDA), proposed by
Danezis [4], is a member of this class of attacks that is
directed against a single sender. The attack aims to uncover
the receivers related to that sender by keeping track of,
among others, the observed relative popularity of the various
receivers of the system. Mathewson and Dingledine [9] gave
an extended version of this attack by removing some of the
restrictions on the number of messages flowing through the
mix in the original version of [4].

The first contribution of this paper is an improvement
on the extended SDA of [9]. Our attack is based upon
the weighted mean of the observed relative popularity of
the receivers over time. This results in a more accurate
conclusion than one obtained by the arithmetic mean method
of [9].

One of the many strategies studied in the past to counter
SDA is for senders of the system to send dummy messages
along with the real ones. The dummy messages in this
strategy are detected and blocked by the mix. Such messages
were expected to confuse the frequency tracking of the
attack, thereby thwarting it. However, Mallesh and Wright
[8] gave empirical results to the contrary. Their experiments
indicated that the attack succeeds despite the presence of
dummy messages emitted by senders, although their work
lacks a mathematical rationale behind the ineffectiveness of
this seemingly adequate countermeasure.

The second contribution of this paper is a mathematical
analysis of SDA in the mix-based anonymity system model
containing sender-generated dummy messages. Our analysis
substantiates the experimental findings of [8] by establishing
that SDA is not significantly affected by such dummy
messages.

The rest of this paper is organized as follows. Section II
contains a quick overview of the extended SDA of [9] on
the basic anonymous network model containing only real
messages. It describes how a global adversary, by observing
the system over time, can determine the set of receivers
a particular sender usually sends messages to. Section III
presents our strengthening of this attack that incorporates
the weighted mean of receiver popularity. We show by an
example how this results in an attack that is more accurate



than that of [9], which employs only arithmetic mean.
Section IV first extends the basic model to one in which
senders may blend dummy messages with real ones. It then
shows how, despite such cover traffic, the attack can still be
carried out almost unhindered. This mathematical analysis
supports the empirical results of [8]. Section V concludes our
main results and presents some directions for future work.

II. STATISTICAL DISCLOSURE ATTACK

In this section we give a brief overview of SDA, first
proposed by Danezis [4], and later extended by Mathewson
and Dingledine [9]. The attack is based upon the disclosure
attack of Kesdogan, Agrawal and Penz [7] and has been well
studied, as in Mallesh and Wright [8].

The underlying model is that of a mix network, as
introduced by Chaum [3], that is connected to some senders
and, possibly overlapping, receivers. The main task of the
mix network is to transmit messages sent by any of the
senders to their destined receivers, so that they arrive at their
destination anonymously, i.e. without any sender identifica-
tion. Immediate transmission of messages is vulnerable to
timing analysis by a global observer that can successfully
defeat the intended anonymity. The mix therefore collects
a certain number of messages in each round, and transmits
them simultaneously. Such rounds are repeated ad infinitum.

SDA is targeted against a particular sender, called Alice.
The aim of the attack is to uncover, over a period of time,
the subset of receivers that Alice sends messages to, called
Alice’s friends. This is achieved by observing the messages
entering and leaving the mix at each round. All other senders
are called background senders.

Let aj, be the number of messages sent by Alice in round
k, and b; be the number of messages sent by all other
senders in that round. Thus, a; + by messages enter and
leave the mix in that round. Figure 1 shows the message
flow via the mix in Round k. The simple link in the figure
from Alice to the mix represents a single connection. The
bold links from the background senders to the mix and from
the mix to the receivers represent a group of connections.
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Figure 1. Message flow in Round &

Let the vector 7. contain the number of messages arriving
at each receiver in that round. SDA employs another vector

0}, containing, in a sense, the observed relative popularity
of each receiver in round k, i.e. the fraction of the total
outgoing messages received by each receiver. This vector is
defined as o
Gili] =
ay + by,

for any receiver 7. It is worth noting that o, can be obtained
easily by observing just the messages leaving the mix.

The vector O captures the cumulative observed receiver
popularity so far by maintaining a running average of all the
previous oy vectors, i.e. after ¢ rounds, O is the average of
the vectors in the following set:

(G 1<k <t}

Alternatively,
6[2] _ Z:l op.[1] 7
4
for any receiver 1.

SDA exploits the fact that for large values of ¢, the above
actual receiver popularity approximates the expected one,
formulated below.

Let the vector @ denote the observed receiver popularity
for messages sent only by the background senders. This can
be obtained in much the same way as O, with the exception
that the o;, vectors for only the rounds in which Alice does
not participate are averaged. In other words, 1 is the average
of the vectors in the following set:

{01 | 1 <k <t, and a; = 0}.

The underlying assumption of there being enough rounds
in which Alice does not participate, thereby facilitating the
computation of i, is not an unreasonable one. Most senders
connected to an anonymous system, such as users who
browse the web, are on-line only some of the time and off-
line most of the time. If Alice is an ordinary user, @ can be
obtained easily during rounds that she is off-line.

We also let m be the average number of messages sent
by Alice in each round, i.e. m = (3.t_, ax)/t. Similarly,
let @ = (3°,_, ax + by)/t be the average number of total
messages sent in each round.

The goal of SDA is to determine another vector ¥ that
contains the relative degrees of friendship with Alice of all
receivers. This vector is similar to «, with the exception that
it is for messages sent only by Alice. The expected receiver
popularity can now be expressed as:

mv + (n —m)u

P .
The above expression is based upon the fact that of the n
average number of messages sent in a round, m messages
from Alice should reach receivers according to their degrees
of friendship with Alice in ¥, and the remaining 7 —m mes-
sages from background senders should reach them according



to their degrees of friendship, with all background senders
as a whole, in .
As stated earlier, when ¢ is large enough, the above
expected popularity approximates O, the observed one, i.e.
5~ mv—&—(n—m)u'

n

By rearranging, we get

ey

All values on the right side of Equation 1 can be obtained
by observing the mix over time, thus making possible a
reasonable estimate of the receivers’ degrees of friendship
with Alice.

III. AN IMPROVED SDA

In the basic SDA presented by Danezis [4], the mix
outputs a fixed number of messages in each round, exactly
one of which is sent by Alice. Computing O as an arithmetic
mean of the oy, vectors is all that is needed for that model.
Also, in that model « corresponds to uniform distribution
over all receivers, which is fixed and does not need to be
computed.

The model presented in Section II is an extension devel-
oped by Mathewson and Dingledine [9], in that the number
of messages transmitted by the mix in each round can vary,
Alice is allowed to send any number of messages in each
round, and % need not be uniform. However, the SDA of
[9] continues to employ the same arithmetic mean method
for computing O (and @), which can be made more accurate
by instead employing a weighted mean based upon the total
number of messages output by the mix.

As an example, suppose A and B are the only receivers
in the system. If in Round 1, A receives 1 message and
B receives 3 messages, then 61 = (0.25,0.75). Now, if
in Round 2, A receives 300 messages and B receives 100
messages, then 03 = (0.75,0.25). An arithmetic mean of
these vectors gives

—

0 = (0.5,0.5).

On the other hand, a mean weighted by the total number of
messages in each round would result in

<4(0.25) +400(0.75) 4(0.75) + 400(0.25) >

0 = 4+ 400 ’ 41400
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(0.745,0.255),

which better reflects the portion of the fofal number of
messages received by the two receivers so far. As the intu-
ition behind O is the cumulative observed relative popularity
of receivers so far, its computation based upon weighted
averages is more in line with that intuition.

We thus propose the following definition of O:

6[2] _ ZZ=1(ak + bk)o_]; [Z]
Zzzl(ak + br)

which can be simplified to

)

6[2] _ tZk:l Tk [Z] ’
> =1 (ak + i)

for any receiver 1.

The vector « should be similarly computed as a weighted
average of the oj vectors for rounds in which Alice does
not participate.

In order to better study the effect of this change of
computation method for O and @ on the effectiveness of
SDA to estimate Alice’s friends, let us extend this example
to a total of 7 rounds, as shown in Table 1.

Round Alice | Alice | Background | Background
Number toA | to B to A to B
1 0 1 1 2
2 200 0 100 100
3 4 2 104 105
4 80 21 1172 1160
5 0 0 1000 992
6 202 70 1080 1090
7 2 6 12 12
[ Total [[ 488 [ 100 ] 3469 [ 3461 |
Table I

MESSAGES SENT TO RECEIVERS A AND B

The above table shows the number of messages sent by
Alice and the background senders to the two receivers, A and
B, in each of the 7 rounds. While such detailed information
is not available to the attacker, we use it to compare the
effectiveness of the attack according to the old and new
definitions of O.

The values m and 7 can be determined from Table I
to be 84 and 1074, respectively. From Round 5, in which
Alice does not send any message, i is estimated to be about
(0.502,0.498). By using these values of m, 7, and @ in
Equation 1, along with the value of O as the arithmetic
mean of the oy, vectors, we get

¥ ~ (0.44, 0.56).

The above value of ¢ is misleading as it suggests B being
more of Alice’s friend than A is. On the other hand, our
new definition of O as a weighted mean results in

7 ~ (0.81,0.19),

which is much closer to its actual value from these 7 rounds

of (%, %4—0100% which is about (0.83,0.17).



IV. SENDER COVER TRAFFIC

SDA is known to be a very powerful attack that, given
time, quite accurately accomplishes its goal. Many defense
strategies have been proposed for thwarting SDA. Most of
these strategies either (1) introduce some delay for messages
within the mix, or (2) introduce some dummy messages that
appear to the attacker just like real messages.

The effectiveness of the message delaying countermeasure
is limited. Kesdogan, Egner and Biischkes proposed stop-
and-go mixes in [6] that hold any incoming message within
the mix according to its sender-specified acceptable message
latency. Batching strategies of Serjantov, Dingledine and
Syverson [11] also spread out exit times for messages. Pool
mixes of Difaz and Serjantov [5] incorporate a distribu-
tion function for tailoring the anonymity/delay tradeoff that
adapts to traffic load fluctuations. Mathewson and Dingle-
dine [9] employ these pool mixes specifically for SDA and
study their effect. As all values in Equation 1 are averages
computed over the long-term, strategies that introduce a
delay of a few rounds within the mix are not particularly
effective against SDA. Even when such a technique manages
to be somewhat useful for countering SDA, it does so at
the expense of extra latency, thus becoming inapplicable to
situations that have low latency requirements, such as web
browsing or online chatting.

The strategy of injecting dummy messages into the system
is relatively more effective. Berthold and Langos present in
[2] a method for sending dummy messages on Alice’s behalf
when she is off-line, but Mathewson and Dingledine [9]
mention many problems with that approach. Shmatikov and
Wang [12] propose another method in which senders gener-
ate dummy messages in advance and send them to the mix,
and these messages are used by the mix later, when needed.
Although this method is for low-latency networks, it is not
suitable for long-term intersection attacks, such as SDA.
Mallesh and Wright [8] study the effects of sender-generated
as well as mix-generated dummy messages on SDA. They
show by simulation results that sender-generated dummy
traffic is not effective against SDA, while mix-generated is
quite effective. We now substantiate their simulation results
for the sender-generated case by presenting a mathematical
argument for the ease with which SDA can be carried out
in this case.

We consider the model where all senders (including Alice)
send dummy messages, called cover traffic, to the mix. As an
assumption of SDA is that message contents are not visible
to external observers, to such an observer, these dummy
messages are indistinguishable from the real ones. However,
the mix is able to tell the dummy messages from the real
ones and block them; it transmits only the real messages
to their receivers. This assumption of the mix being able
to identify dummy messages, whereas an external observer
cannot, is not an unreasonable one. Often, messages are

encrypted, and a dummy indicator embedded in an encrypted
message can be made to become visible to the mix only after
it decrypts that message.

In order to determine the effectiveness of sender cover
traffic against SDA, we study the effect of such traffic on
the computation of all values in the right side of Equation 1.

The computations of the o; vectors, thus of O as well,
stay unchanged from before as the messages coming out of
the mix are the same as without any cover traffic. For the
same reason, 7 is still computed just as before. Computation
of the other values in the right side of Equation 1, namely
u and m, are affected somewhat, as analyzed below.

Recall that aj and by are the number of real messages
sent by Alice and all other senders, respectively, in Round
k. We now let a}, and b}, be the respective number of dummy
messages sent in that round. An attacker can thus observe
(ax + a},) messages being sent by Alice, (by, + b)) messages
being sent by other senders, and still (a; + by) messages
coming out of the mix. Figure 2 shows the message flow
that includes dummy messages via the mix in Round k.

a+by
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g b, dummy
Receivers
Background
Senders

Figure 2. Message flow with dummy messages in Round k&

While the computation of the @ vector still only needs
ar = 0, the indistinguishability of aj and aj necessitates
its computation during the rounds in which a}, = 0 as well.
Therefore, in rounds where Alice has no real message to
send, it is in its interest to send some dummy messages
nonetheless in order to make those rounds unsuitable for the
computation of u. If so, ¥ can be computed effectively only
during rounds when Alice is completely off-line, thereby
delaying SDA somewhat.

The value m of Equation 1 still needs to be the average
number of real messages sent per round by Alice. In the
presence of indistinguishable dummy messages, this seems
to be difficult to determine, especially if the dummy-to-real
message volume ratios of senders vary from one round to
another. We begin by assuming that these ratios for Alice
and the background senders stay the same over all rounds,
ie.

I
ak1 . akz
akl ak2

o =



/ /
8 = IR bﬁ, for all £y and k.

bk, b,
Under this assumption that o« and 3 do not change from
one round to another, 3 is determined easily during any
round when Alice is off-line. That in turn leads to an
easy determination of o in a round when Alice is on-line
and sends messages, as illustrated by the example below.
Once « and 3 are known to the attacker, computing m is
straightforward.

As an example, suppose in some Round j, Alice is off-

line, 100 messages enter the mix, of which 80 exit, i.e.

bj + b 100, and
b; = 80.
Thus, b;- = 20 and 8 = 20/80 = 0.25. Now, if in another
Round k, Alice is online, the mix receives 60 messages

from Alice, 500 messages from the background senders, and
outputs 450 messages, then

ap+a, = 60,
b +b, = 500, and
ap +b, = 450.

Given that § = 0.25 is the same in Rounds j as well as k,
the above equations can be solved to obtain a) = 10 and
ar = 50, i.e. a = 10/50 = 0.2. In other words, 1/6 of
total messages sent by Alice in any round are dummy. m is
therefore 5/6 of the average number of total messages sent
by Alice in any round.

The above requirement of the constancy of a and 3 over
all rounds is counterproductive for the anonymity system as,
by making the system predictable, it can only assist in the
carrying out of the SDA. This requirement also goes against
the recommendation stated earlier for Alice to send dummy
messages even in rounds where it has no real messages to
send.

In a more realistic setting, when the proportion of dummy
messages can vary over rounds, m is at best approximated.
First, an average value of [ can be obtained by observing
the system over sufficient rounds in which Alice is off-line.
That value can then be used to guess aj for any round in
which Alice participates. Since m is the average of these
guessed aj values, any inaccuracies in these values likely
cancel out over the long-term, resulting in a fairly accurate
m.

With all four values in the right side of Equation 1, namely
O, @, m, and 7, still fairly easily computable in the presence
of dummy messages from senders, it is evident that blending
sender cover traffic with real messages is not an effective
strategy to counter SDA.

V. CONCLUSIONS AND FUTURE WORK

Statistical disclosure [4], [9] is known to be a powerful
long-term attack against a mix [3] that intends to make

possible anonymous communication between senders and
receivers connected to it. We first presented a way to
strengthen this attack by employing a weighted mean of
the attacker’s observations and showed by an example that
this makes the attack more accurate than that of [9], which
employs arithmetic mean. We then showed that dummy
messages generated by senders as cover traffic for their
real messages is not an effective strategy to counter such
an attack. Despite the presence of such cover, the attacker
has enough information to expose, over time, the receivers
a particular sender mostly sends its messages to. Our math-
ematical analysis substantiates the empirical findings of [8],
which lacked the rationale behind the ineffectiveness of this
seemingly adequate strategy.

In the model of the anonymity system considered in this
paper, all dummy cover traffic is generated by the senders,
and is identified and blocked by the mix. Also, all real
messages entering the mix are transmitted to their receivers
in the same round. Several variations of this model are
possible with a view to increasing the effectiveness of the
countermeasure against the attack. First, it is possible for
the mix to not block the cover traffic but send it to the
receivers. Second, as studied in [8], cover traffic may be
generated by the mix instead of the senders. Third, a cover
traffic strategy can be combined with some message delaying
methods of, for instance, [5] and [6]. In any countermeasure
where dummy messages reach receivers, there is scope for
intelligently targeting such messages to make determination
of the O and vectors, thus ¥ as well, more difficult.

Some of these variations have been studied, again mostly
by simulation experiments. In future, we plan to demonstrate
their properties mathematically.
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