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Abstract—We focus on policy-aware data centers (PADCs),
wherein virtual machine (VM) traffic traverses a sequence of
middleboxes (MBs) for security and performance purposes, and
propose two new VM placement and migration problems. We
first study PAL: policy-aware virtual machine placement. Given
a PADC with a data center policy that requires communicating
VM pairs to satisfy, the goal of PAL is to place the VMs
within the PADC to minimize their total communication cost.
Due to dynamic traffic rates in PADCs, however, the above VM
placement may no longer be optimal after some time. We thus
study PAM: policy-aware virtual machine migration. Given an
existing VM placement in the PADC and dynamic traffic rates
among communicating VMs, PAM migrates VMs to minimize
the total cost of migration and communication for the VM pairs.
We consider both uniform and heterogeneous resource demands
of VMs, and design optimal, approximation, and heuristic policy-
aware VM placement and migration algorithms. Our experiments
show that i) VM migration is an effective technique to mitigate
dynamic traffic in PADCs, reducing the total communication
cost of VM pairs by 25%, ii) our PAL algorithms outperform
a state-of-the-art VM placement algorithm that is oblivious to
data center policies by 40-50%, and iii) our PAM algorithms
outperform the existing policy-aware VM migration scheme by
30%.

Index Terms—Policy-Aware Data Centers, Virtual Machine
Placement, Virtual Machine Migration, Algorithms

I. INTRODUCTION

Background. Cloud data centers are the dominant computing
infrastructure for the IT industry as well as an integral part
of our Internet fabric. Enabled by virtualization technology,
cloud data centers host a wide range of Internet applications
such as search engines, social media, video streaming, and
very recently, train large generative Al models such as Chat-
GPT [24]. Middleboxes (MBs), on the other hand, have been
an indispensable component in cloud data centers to improve
the security and performance of many of the above Internet
applications [46]. MBs, also called network functions, are
intermediary network devices (e.g., firewalls, load balancers,
and deep packet inspection) that inspect, filter, and transform
network traffic other than packet forwarding [11].

To achieve the desired security and performance guaran-
tees for the cloud applications, data center operators usually
establish data center policies (or service function chaining)

that require virtual machine (VM) traffic to traverse a chain
of MBs of various security and performance functions [5],
[38]. Fig. 1(a) shows such an example of a data center policy.
Traffic generated at VM vm; goes through a firewall, a load
balancer, and a cache proxy before arriving at VM vm/. In
doing so, this policy filters out malicious VM traffic, diverts
trusted VM traffic to avoid network congestion, and finally
caches the traffic packets to share with other cloud users. We
refer to cloud data centers that implement such security and
performance policies as policy-aware data centers (PADCs).

Fig. 1(b) shows a small PADC that implements the same
data center policy in Fig. 1(a). In this PADC, there are four
physical machines (PMs) viz. pmy, ..., pmy, and five switches
viz. s1, ..., 5. The firewall, load balancer, and cache proxy are
installed on switches ss, s3, and s4, respectively. Considering
that PMs have limited cloud resources (i.e., CPU, memory,
and disk I/O), and for illustration purposes, we assume that
each PM can store one VM in this example.

Motivation. Meanwhile, measurements from Facebook and
other production data centers show that traffic rates (e.g.,
communication frequencies or bandwidth demands) of com-
municating VM applications are highly diverse and dynamic
[43]. One such example is cloud chatbots (e.g., Slack [4] and
Amazon Lex [1]), wherein VMSs can send low-bandwidth texts
to each other at one instant, then switch to high-bandwidth
live-streaming videos at another, and vice versa, while the
duration of each communication varies considerably.

Therefore, it is important to design resource-efficient VM
placement and migration for dynamic cloud data centers.
This is especially crucial for PADCs with dynamic traffic —
as the VM communication must go through a sequence of
MBs in some specific order, the dynamic VM traffic rates
could cause more network traffic and consume more network
resources (i.e., bandwidths and energy consumption) in the
PADC compared to traditional cloud data centers without such
policies implemented.

Policy-Aware VM Placement and Migration. In this paper,
we identify, formulate, and solve two new VM placement
and migration problems for PADCs with diverse and dynamic
traffic. Below we illustrate them with an example.
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Fig. 1.
migration. (d) VM communication after the VM migration.

Policy-Aware VM Placement (PAL). Initially, when new
cloud applications are launched as VMs in PADCs, the
cloud operators need to decide where to place them for
network-efficient communication. Given a PADC with a data
center policy that communicating VM pairs must satisfy, PAL
studies how to place the VMs with diverse traffic rates into
the PMs to minimize their total communication cost while
satisfying the resource constraints of PMs.

Fig. 1(b) shows two VM pairs (vmy, vm}) and (vma, vm}),
with the current traffic rate of the former much larger than that
of the latter; we use dark-black and light-black dashed lines to
indicate heavy traffic and light traffic, respectively. To reduce
the traffic and delay of these two VM communication pairs
while ensuring the VM traffic traverses the MBs in the order
specified by the data center policy, it is preferred that vm, and
vm/ (with a large traffic rate) communicate along a route that
is “shorter” than that of vmy and vm} (with a smaller traffic
rate). Fig. 1(b) shows such an optimal VM placement solution
of placing vmy on pmy, vm} on pma, vmg on pms, and
vml on pmy, with their policy-aware communication routes
in dark-black and light-black dashed lines, respectively. With
this placement, the communication route between vm; and
vm) has 4 network hops while the one between vmsg and
vm/ has 7 hops.

Policy-Aware VM Migration (PAM). Given an existing place-
ment of communicating VM pairs with dynamic traffic rates,
and a data center policy that they must satisfy, PAM studies
how to migrate VMs to minimize the total cost of migration
and communication of all the VM pairs.

Fig. 1(c) shows that the traffic rate of (vmsg, vmi) emerges
as much heavier than that of (vmy,vm}), due to dynamic
traffic in PADCs. With new VM traffic rates, the initial VM
placement in Fig. 1(b) is no longer communication inefficient
— as vms communicates with vm/, via a route much longer
than that of (vmy, vm}) (i.e., 7 hops verse 4 hops), it generates
more network traffic in the PADC and consumes much of its
network bandwidths.

Our key observation is that migrating VMs might be an
effective technique to reduce network traffic and its corre-
sponding network resource consumption. The red solid lines
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(a) A data center policy in the PADC. (b) VM communication with the initial VM placement. (c) Dynamic VM traffic rates and the ensuing VM

in Fig. 1(c) show the routes along which these two VM pairs
are migrated; that is, vm; is swapped with vmg, and vm] is
swapped with vm), (recall each PM can only store one VM in
the example). Fig. 1(d) shows the VM communication as the
result of the VM migration, where the communication route
of (vmg,vm}) is shortened from 7 hops to 4 hops, greatly
reducing the network traffic. Although the communication
route of (vmy,vm)) gets longer, as its traffic rate is small, the
amount of increased traffic is much smaller than the amount
of reduced traffic of (vmg, vm}).

Our Contributions. Considering that the VM migration itself
incurs network traffic and thus consumes network resources,
and a large-scale PADC typically with tens of thousands of
PMs and hundreds of thousands of communicating VMs with
a wide range of changing traffic rates, how to place and
migrate VMs in a large-scale PADC effectively becomes a
challenging problem. In this paper, we address this challenge
by formulating PAL and PAM and designing optimal, approx-
imation, and heuristic policy-aware algorithms to solve them,
while considering both uniform and heterogeneous resource
demands of VMs. The PAM & PAL duo potentially achieves
ideal resource utilization for a PADC’s lifetime. After the
PAL algorithms create the initial VM placement to optimize a
PADC’s initial cloud resource utilization, the PAM algorithms
can then execute periodically to optimize a PADC’s network
resource utilization in response to dynamic VM traffic.

Using traffic patterns and flow characteristics observed in
production data centers, we demonstrate that VM migration
reduces the total communication costs of VM pairs by 25%,
indicating that it is an effective technique for alleviating
dynamic VM traffic in PADCs. We also show our policy-
aware algorithms outperform the state-of-the-art policy-aware
VM migration algorithm [16] by 30%, and the state-of-the-
art VM placement algorithm that is oblivious to data center
policies [41] by 40-50% under different PADC parameters.
To the best of our knowledge, PAL and PAM are novel
algorithmic frameworks that have not been adequately studied
in existing literature.

Paper Organization. The paper is organized as follows. Sec-
tion II surveys the related works, and Section IIl presents




the system model. Section IV and V formulate the PAL and
PAM with uniform resource demands of the VMs and present
their algorithms, respectively. Section VI extends it to a more
general case wherein different VMs have different resource
demands. Section VII discusses the simulation results and
analysis. Section VIII concludes the paper with future works.

II. RELATED WORK

A preliminary version of this paper appears as [28]. In this
conference paper, we assume that all the VMs have uniform
sizes, each consuming one resource slot. That is, all the VMs
consume the same amount of resources (i.e., CPUs, memory,
and disk I/0). Considering the diverse VM applications, not
only could different communicating VM pairs have varying
resource demands, but also the two VMs in the same pair
could demand different amounts of resources. We thus extend
our conference paper into the heterogeneous and more general
case. We found that with heterogeneous resource demands
of VMs, both PAL and PAM become more challenging. For
example, under the ordered policy, while PAL and PAM
with uniform VM sizes can both be solved optimally and
efficiently, their heterogeneous counterparts become NP-hard
and APX-hard, respectively. In this journal paper, we design
approximation algorithms, integer linear programming models,
and heuristic algorithms to address these problems.

Service function chaining. Service function chaining (SFC)
has been an active research in recent years. It mainly fo-
cused on virtual network functions (VNFs) (i.e., virtual MBs)
with their implementation and realization [33], [42], VNF
placements [36], VNF migrations [48], [18], [39], and other
issues such as availability [12], [26], flow control [45], and
finding shortest SFC [44]. However, given that virtual MBs
cannot yet match the performance of hardware MBs, many
network functions still rely on dedicated hardware, and many
hardware MBs still exist in enterprise networks [32], we
consider hardware MBs in this paper. As such, once they
are installed inside data centers, they cannot be easily moved
around. However, our proposed approach still works with the
PADC scenarios, wherein VNFs are fixed while VMs are
placed and migrated.

VM Migration. There is a vast amount of literature on VM
migration in cloud data centers [23], [55], [51], [53], [17],
[21]. Laili et al. [23] aimed to reduce both overutilized and
underutilized nodes, considering migration cost, communi-
cation overhead, and energy consumption, and proposed an
iterative budget algorithm for dynamic VM consolidation in
a cloud environment. Zhang et al. [55] analyzed the amount
of bandwidth required to ensure the total migration time and
downtime of a live VM migration. Wang et al. [51] studied
how to migrate multiple VMs at the same time with available
bandwidth, and designed a fully polynomial time approxi-
mation algorithm. Cui et al. [17] assumed that data center
topologies are adaptive, featuring reconfigurable wireless links
or optical circuit switches, and proposed a VM migration
algorithm with a constant approximation ratio. Unlike other

works, Liu [21] proposed a VM migration scheme to improve
the reliability of cloud data centers. Please refer to [54] for a
comprehensive review of VM migration literature.

VM migration studied in this paper, however, differs from
the aforementioned works in both goals and models. While
existing VM migration work has achieved various objectives,
such as server consolidation, energy efficiency, load balancing,
and fault tolerance in cloud data centers, our work focuses on
reducing the network traffic caused by the dynamic traffic rates
commonly found among communicating VMs. If not handled
properly, dynamic traffic can significantly increase network
traffic and waste network resources in cloud data centers. This
problem is further exacerbated in PADCs by the fact that all
the VM communication must follow the sequence of MBs
required by the data center policies, generating more network
traffic and consuming more resources. Besides, none of the
above works considered data center policies, thus falling short
of achieving the performance and security guarantees provided
by various MBs deployed inside PADCs.

VM Placement. Meng et al. [41] designed one of the first
traffic-aware VM placement algorithms by assigning VMs
with large bandwidth usages to the host machines in close
proximity. As PAL is one of the first to study policy-aware
VM placement considering service function chaining thus
no closely related work to compare with, we compare our
work with this traffic-aware VM placement. Alicherry and
Lakshman [8] designed optimal and approximation algorithms
that place VMs to minimize data access latencies. Li et al.
[37] studied VM placement to reduce the cost of the data
center network and the cost of utilizing PMs. Wei et al. [52]
considered unbalanced utilization of multi-resources (CPU,
memory, storage, and network bandwidth), and presented a bi-
objective optimization model for virtual machine placement.
Again, they are policy-oblivious and thus do not achieve
performance and security guarantees brought by PADCs. Note
VM migration is different from the virtual network migration
[56], [50]. The key problem in virtual network migration is
to embed a sequence of virtual networks with both node and
link constraints onto the physical network, which does not take
consider the data center policy.

For the policy-aware VM migration, one closely related
work to ours is by Cui et al. [16]. They proposed PLAN,
the first policy-aware VM migration scheme for all-pair VM
communications, and provided heuristic algorithms for ordered
policies. In contrast, we focus on pairwise VM communi-
cation. They also assumed that the VM migration costs are
constants that can be measured by the hypervisor hosting the
VM. In contrast, our topology-aware migration cost attempts
to capture the delay and bandwidth consumption of network
traffic induced by VM migration. We design optimal, approxi-
mate, and heuristic algorithms for both ordered and unordered
policies and show they all outperform PLAN.

One salient feature of our research is that it integrates VM
migration and VM placement, the two most significant VM
management mechanisms, into one framework. Existing VM



migration and placement research seems to achieve disparate
goals — While VM placement optimizes communication costs
among VMs such as energy cost, data access delay, and band-
width usage [8], VM migration optimizes migration costs of
VMs including migration time, downtime, and service degra-
dation during migration [51], [17]. By modeling fopology-
aware VM migration and communication costs, we are able to
jointly optimize VM placement and migration for the overall
resource utilization in PADCs. We believe our work is the
first to take a holistic approach to solving VM placement and
migration in PADCs.

Reinforcement Learning Approach. In recent years, rein-
forcement learning has emerged as a powerful technique to
solve dynamic networking problems in cloud data centers [19],
[9], [25]. Chen et al. [19] proposed a fault tolerance-based
SFC optimization in an SDN/NFV-enabled cloud environment
based on deep reinforcement learning. Han et al. [25] aimed
to optimize a weighted sum of the power consumption and
resource shortage in data centers and proposed MadVM, an
approximate Markov Decision Process. It achieved a VM
migration cost of at most twice the optimal. Its scalability
issue is addressed by a dimensionality reduction scheme [9]
and a combined trend analysis employing the past, present,
and future resource utilization [22]. Zeng et al. [20] pro-
posed an adaptive deep reinforcement learning (DRL)-based
VM consolidation framework for energy-efficient cloud data
centers. Tuli [49] focused on node failure in containerized
edge deployments and used a Generative Adversarial Network
to predict preemptive migration decisions for proactive fault
tolerance.

All the above works except [49] are centered on the dynamic
resource demands of the VMs and the underload and overload
of the PMs that host the VMs. Their goals are to migrate the
VMs from underloaded PMs to overloaded PMs. In contrast,
our work focuses on migrating communicating VMs with
dynamic traffic rates to minimize the total network traffic
(communication and migration) in cloud data centers.

III. SYSTEM MODELS

Network Model. We model a PADC as an undirected gen-
eral graph G(V,E). V = V, U V; includes a set of PMs
Vo = {pmi,pma,....,pmy, } and a set of switches V, =
{sw1, swy, ..., swjy, }; E is a set of edges, each connecting
either one switch to another switch or a switch to a PM.
Fig. 2 shows a k = 4 fat-tree data center [7] where k is the
number of ports each switch has. We use fat-tree to illustrate
the problems and their algorithmic solutions. However, our
problems and techniques are applicable to any data center
topology. As live VM migration is typically performed within
data center boundaries [13], we focus on VM placement and
migration within a single data center in this paper.

There are a set of n MBs M = {mby, mba, ..., mb, } inside
the PADC, with mb; installed at switch sw; € V,. We adopt
the bump-off-the-wire design [34], which uses a policy-aware
switching layer to redirect traffic to off-path MBs explicitly.

Fig. 2 shows three MBs mb;, mbs and mbs installed using
this design. As a switch and its attached MB are connected by
high-speed optical fibers, the delay between them is negligible
compared to that among switches and PMs [30].
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Fig. 2. A PADC with 16 PMs: pmi, pma, ..., and pmig, 3 MBs: mby,
mbz, and mbz, and two VM pairs: (vi,v]) and (vz,v}). @ and » indicate
source and destination VM respectively.

There are [ pairs of communicating VMs P =
{(v1,v)), (v2,v5), ..., (v, v])} that are already placed into the
PMs. For any VM pair (v;,v}), 1 < i < [, v; and v} are
referred to as its source and destination VM respectlvely.
Denote the fraffic rate of (v;,v}) as A;, and the traffic rate
vector as A = (A1, g, ..., \;); the traffic rate of each VM
pair is their current communication frequencies or bandwidth
demands. In a dynamic PADC, X\ is not a constant vector as
the VM traffic rates change over time. In Fig._%, there are two
VM pairs: (v1,v]) and (vg,v4), with initial A = (100, 1).

Let V = {v1,v], va,v5, ..., v, v . We denote the resource
capacity of PM pm; € V,, as rc;, meaning that pm; has rc;
resource slots. Here, the resource is an aggregated characteri-
zation of a PM’s hardware resources such as CPUs, memories,
and disk I/0O. In Section IV and V, we assume that each VM
v € )V consumes one source slot, and in Section VI, we
consider the more general case of VMs with heterogeneous
resource demands. Table I shows all the notations.

Cost Model. We model the VM communication and migration
cost as either the delay or energy cost of the network traffic
inside PADCs. We adopt a topology-aware model [41] and
define the communication cost of any VM pair as the number
of network links (i.e., hops) its traffic traverses multiplied by
its traffic rate (however, our problems and solutions still hold
for different edges that have different costs). The migration
cost of migrating any VM v from PM i to PM j is pu-c(4, ).
Here, c(i,j) is the minimum number of hops between any
PM (or switch) ¢ and j, and p is a migration coefficient that
depends on VM sizes and available network bandwidths.

Justifications. Our VM migration model is different from
the one adopted by many existing literature. Mann et al.
[40] focused on pre-copy [13], one of the original live VM
migration techniques, and modeled the cost of migrating a
VM v as M, - %. Here M, is the image size of
v, P, is its page dirtgi rélte, B, is the available bandwidth,



TABLE I
NOTATION SUMMARY

Notation Description

Vo Vp = {pm1,pma, ...,pm‘vp‘} is the set of [V},| PMs
Vs Vs = {sw1, swa, ...,sw|VS‘} is the set of |V| switches
M M = {mb1, mba, ...,mbn} is the set of n MBs

P P = {(vi, V), ..., (vg,v})} is the set of I VM pairs

% V = {v1,...,v;,v],...,v]} are the source and dest. VMs
dy Resource demand of VM v € V in heterogenous case

s Traffic rate between v; and 'UZ/., 1<i<lI

- —

A A= (A1, A2, A1)

re; Resource capacity of PM pm;, 1 < i < |V}|

sw; Switch where mb; is installed, 1 < j <n

c(i,7) Communication cost between PMs (or switches) 7 and j

p(v) PM where the VM v is placed with VM placement p

t Order at which (v;, v}) visits MBs in unordered policy

7 = G I O

Ce(p) Total communication cost with p in ordered policy

Ce(p, ?) Total communication cost with p in unordered policy
VM migration coefficient

m(v) PM where the VM v migrates to under VM migration m

Cm(m) Total migration cost of VM migration m

Ce(m) Total communication cost after VM migration m

Ct(m) Total migra. and comm. cost with m in ordered policy

Ct(m, ?) Total migra. and comm. cost with m in unordered policy

and n is the number of pre-copy phases. They suggested
the migration cost be a constant quantity measured by the
hypervisor. In contrast, by acknowledging network delay or
energy consumption incurred by VM migration traffic, our
topology-aware model is more conducive to designing VM
migration algorithms for a large-scale and dynamic traffic
environment targeted by this paper.

Ordered and Unordered Data Center Policies. Depending
on the application requirements, some policies require that
the VM traffic go through the MBs in a strict order. We
refer to such policies as ordered policies and denote them
as (mby, mba, ..., mby,). On the other hand, as MB functions
are mostly independent, some data center policies are satis-
fied as long as the VM traffic visits all its MBs. We refer
to such policies as unordered policies and denote them as
{mby, mba, ...,mb, }. In Fig. 2, (v1,v}) traverses MBs under
ordered policy (mby, mby, mbs), resulting in communication
cost of 100 x 10 = 1000 (solid blue line), (vy,v}) traverses
MBs under unordered policy {mb;, mby, mbs}, resulting in
communication cost of 1 x 8 = 8 (dashed black line).

We refer to the first (and last) visited MB in a policy as
ingress (and egress) MB, and the switch where the ingress (and
egress) MB is installed as ingress (and egress) switch. For the
ordered policy, the ingress switch is sw; and the egress switch
is sw,,. For an unordered policy, it needs to determine sw; and
swy as well as the MB sequence along which the VM pair
communicates. As one data center policy shown in Fig. 1(a)
is generally sufficient to serve both security and performance
purposes, we assume there is one data center policy (ordered or
unordered) in a PDDC at a time. We adopt FlowTags [27], an
SDN architecture that provides consistent policy enforcement
during VM migration by adding tags in packet headers.

EXAMPLE 1: Fig. 3 shows a k = 2 fat tree PADC with
two PMs: pm1 and pmsy, where pmy has two resource slots 71
and s, and pmo has rs3 and rss. Two MBs, mb; and mbo,

are installed on edge switch sw; and aggregation switch sws,
respectively. There are two VM pairs (v1,v}) and (ve,v}),
vy and vo are placed on pmj while v] and vy’ on pmao.
A = (100,1) and p = 1. Before VM migration, the total
communication cost of the two VM pairs in Fig. 3(a) is 606
under both the ordered policy (mbi, mbs) and the unordered
policy {mby, mby}. By migrating v} to pm; and vy to pms
(with a migration cost of 12), shown in the solid red line in
Fig. 3(a), the total cost of the VM communication (dotted and
dashed black lines in Fig. 3(b)) becomes 410. This is a 30%
reduction in total cost compared to before migration. We prove
this VM migration is optimal in Section V-A. ]

IV. PAL: POLICY-AWARE VM PLACEMENT IN PADCSs

Section IV and V consider the uniform case wherein each
VM consumes one unit of resource slot, and study PAL and
PAM, respectively. As there are 2 -/ VMs and each needs one
resource slot, it must be that Zl‘fll rc; > 2-1. Given a PADC
with a set of communicating VM pairs of varying traffic rates
and a data center policy to satisfy, PAL studies how to place the
VMs within the PADC to minimize their total communication
cost while satisfying the resource constraints of PMs. Below,
we formulate PAL under ordered and unordered policies and
design optimal and approximation algorithms.

A. Ordered Policy.

1) Problem Formulation: Under the ordered policy, for any
VM pair communication, the ingress switch is always sw;
and the egress switch is always sw,,. Given a VM placement
function p, denote the total communication cost of all the [
VM pairs under p as C¢(p). We have

l n—1
C.(p) = Z)‘i : Z c(swj, swjt1)+
=1 Jj=1 (1)

i)‘i : (c(p(vi),swl) + C(swmp(v;))),

Given any VM placement p, for any VM pair (v;,v}), we
refer to p(v;) and p(v}) as its source and destination PM
respectively. The objective of PAL is to find a VM placement
p to minimize C.(p) while satisfying the resource constraint
of PMs: |[{v € V|p(v) = i}| < r¢;, Vi € Vj. As the first term
on the rh.s. of Eq. 1 is fixed under the ordered policy, we
only need to minimize the second term. Below, we design an
optimal and efficient algorithm to solve the PAL problem.

2) VM Placement Algorithm for Ordered Policy: To save
communication costs for VM pairs, the key is to find PMs
close to the ingress (and egress) switch, and then to place
source (and destination) VMs into their respective resource
slots. We give the definitions below.

Definition 1: (Ingress/Egress Costs, Ingress/Egress Re-
source Sets, Optimal Ingress/Egress Sets) A resource slot
rs’s ingress (and egress) cost, denoted as ¢;,, (rs) (and c.(rs)),
is the cost between its source PM (and destination PM)
and the ingress switch sw; (and egress switch sw,). Let
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Fig. 3. VM migration achieved 30% of total cost reduction in a linear PADC.

pm(rs) be the PM rs belongs to, ¢;n(rs) = c(pm(rs), swy),
ce(rs) = c(pm(rs), swy,).

An ingress (and egress) resource set (IRS and ERS) is a
set of [ resource slots that store the [ source (and destination)
VMs. The cost of an IRS (and ERS) is the sum of the ingress
(and egress) costs of its resource slots. A pair of IRS and ERS
is optimal, denoted as (I°P!, E°P!), if the sum of their costs
is the minimum among all pairs of IRS and ERS. |

I°Pt and E°P! are data structures that uniquely arise in
PAL. Below, we present Algo. 1 to find I°P* and E°P! and
Theorem 1 to prove that they are optimal IRS and ERS
achieving minimizing communication cost for the VM pairs.

Algo. 1 begins by sorting the resource slots in the non-
descending order of their ingress (and egress) costs and storing
the top 2! resource slots in an array Z (and an array &) (line
2). It then scans through Z and £ and finds the next available
resource slot in each, and checks if they are distinct (lines 4-6).
If so, these two slots are selected as the next pair of ingress and
egress resource slots in 1°P* and E°P? (lines 7-9). Otherwise,
with one resource slot found, it identifies the other one from
either Z or £ with a lower cost (lines 11-20). This takes place
until [ distinct pairs of ingress and egress resource slots are
found, which are the I°P* and E°P! (lines 21-22). For all the
I VM pairs (in non-ascending order of their traffic rates), it
then places their source VMs into I°P! and destination VMs
into E°P* while recording the placement p and calculating the
total communication cost C.(p) along the way (lines 23-29).
Finally, it returns the obtained p and C.(p) (line 30).

Algorithm 1: PAL Algorithm for Ordered Policy.
Input: A PADC with ordered policy (mbq, mba, ..., mby,),
VM pairs P, V,, = {pm;}, resource capacity rc; of pm,.
QOutput: A VM placement p and the total communication
cost of all VM pair C,(p).
Notations: Z, £: the ingress and egress slots, each of size 2.

I°Pt E°Pt: the optimal ingress and egress slots, each of size I.

i, j: indices for slots in Z and £ respectively.

k: index for slots in [°P* and E°Pt,

sel(rs;): initially false, true if rs; is put into [°P* or EPt,

lLi=j=k=1,C.p)=0, p= I = FoPt =

2. Sort resource slots in non-descending order of their ingress
(and egress) costs, store the top 2! in arrays Z (and &);

3. while (k <) // find optimal resource slots for (v, v},)

4. if (sel[Z[i]] == true) i++;

5. if (sel[€]j]] == true) J++;

6. if (Z[i] # £[4] ) // both optimal resource slots are found
7. Ik = Z[i), EfK] — €Ll

8. sel[Z[i]] = sel[E[j]] = true;

9. i++, -+

10. else // one found, now find the other

11. if (Czn(I[Z]) + Ce(g[j + 1]) < Czn(I[Z + 1]) + Ce(g[.j]))
12. 174 [] = Z[i], E°P[k] = E[j + 1];

13. sel[Z[i]] = sel[€]j + 1]] = true;

14. i+, =2

15. else

16. I°Ptk]) = Z[i + 1], E°P'[k] = E[4];

17. sel[Z[i + 1]] = sel[E]j]] = true;

18. Q= 2, j++

19. end if;

20. end if;

21, k++;

22. end while;

23. Sort VM pairs in non-ascending order of their traffic rates,
assume A1 > Aa... > A5
for (1 <i<I) // place VM pairs and calculate cost

Place v; at I°P'[i] and v} at E°P'[i];
p= pU{(fopt[@LEoptH)}

24.
25.
26.

27, Cop) += N * (cin(I°P'[i]) + cc(E°P'[4]));
28. end for,

29. Ce(p) += ZZ LD C(S'LU]7S'LUJ+1)
30. RETURN p and C.(p).

Finding Z and & takes O(|V,| - m - 1g(|V,| - m)), where
|V,| is the number of PMs and m = ZLprrci /|Vp| is the
average resource capacity of PMs. Finding I1°P* and E°P! takes
[ rounds, each could take O(1). Sorting all the VM pairs takes
O(l - 1gl) and calculating C.(p) takes O(l). As [ is bounded
by (|V,|-m), the time complexity of Algo. 1 is O(|V,|*-m?).

EXAMPLE 2: Fig. 4(a) shows how Algo. 1 works to place
the two VM pairs (v1, v1) and (vg, v}) into the PADC in Fig. 3.
It first finds Z and &, which are both {rsy,rsq,rs3,784}.
It then compute 1°P* = {rs;,rs3} and E°P* = {rs,,rs4}.
Following this computation, it places vy into rs; and v} into
789, and v, into 7s3 and vy’ into rs4. The total communication
cost of this placement is 100 - 4 + 1 - 10 = 410. Other
placements result in a larger total communication cost. For
example, placing v; and vs in pm; and v} and v in pmg
(shown in Fig. 3(a)) results in cost of 100-6+1-6 = 606. As
rsy and rso are both in pmy and sz and rsy4 are both in pms,
this placement is exactly the same as the one in Fig. 3(b). O

Lemma 1: (I°P*, E°P') computed in Algo. 1 (lines 1-22)
is a pair of optimal IRS and ERS.

Proof: First, we show that Z (and &) obtained from Algo. 1
contains at least one IRS (and one ERS). This is because

¢ (empty set);among the 2l resource slots in Z, at most [ of them could

belong to an ERS, leaving at least ! resource slots that can
be allocated for an IRS. Thus, Z contains at least one IRS. A
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Fig. 4. (a) A working example and (b) optimality proof for Algo. 1.

similar argument works for £.

As I°Pt C T and E°Pt C &, next, we show that (I1°P¢, FoPt)
is a pair of optimal IRS and ERS. We prove by induction.
When k = 1, if Z[1] # E[1], cin(I°P[1]) + co(E°PY[1]) =
cin(Z1]) + co(E1)); if I[1] == &1, can(IP[1]) +
ce(EP![1]) = min(cin (Z[1]) +ce(€[2]), cin(Z[2] +ce(E[1]))).-
Either way, c;, (I°P*[1]) + c.(E°P*[1]) is minimum, as Z and
& store resource slots in a non-descending order of ingress
and egress costs, respectively. Now assume for any 1 < ¢ < [,
S7_ (cin(I°P!i]))+ce(E°P![i])) is minimum. The unscanned
part of Z and & are Z[i], Z[i+1], ..., Z[l] and E[j], E[F+1], ..
E[l), respectively, where i,j > q. If Z[i] # E[j], cm(IOPt lq
1) + . (B g + 1]) = e (Z[i]) + ce(E])): if T[] == £]j
i (TP g+ 1]) + o (B g +1]) = min(cin (T[]) + €. (€]
1]), ¢in(Z[i + 1] + cc(€]4]))). Either way c;, (I°PF[1 + 1]) +

ce(E°P*[g+1]) is minimum among the rest of unscanned pairs.
Thus SSIEY (ein (IOPHi]) + co(EPL]i])) is minimum, proving
that (I°Pt, E°Pt) is a pair of optimal IRS and ERS. -

Theorem 1: Algo. 1 is optimal. That is, given any PAL
instance, it always finds the VM placement that minimizes
total communication cost for the [ VM pairs.

Proof: As Lemma 1 proves that (I°P', E°P') is a pair of
optimal IRS and ERS, it is left to show that the VM placement
on I°P* and E°P! in Algo. 1 (lines 23-30) yields minimum
total communication cost for the I VM pairs. We prove by
contradiction and assume that Algo. 1 is not optimal. Instead,
another algorithm, named Optimal, provides an optimal solu-
tion. Therefore, there must exist an 7, 1 < r < [, that is the
smallest index at which I°P*[r] or E°P![r] stores a different
pair of VMs for Algo. 1 and Optimal. Two cases are shown
in Fig. 4(b). Case 1: one of the two resource slots, I°P![r] or
Eept [r], stores different VMs. For example, both algorithms
stores v, at E°P![i] while Algo. 1 stores v, and Optimal
stores vs at I°P![]. Case 2: both slots store different VMs.
For example, Optimal stores v, at I°P*[r] and v} at E°P[r|
(with s,t > r), and stores v, at I°P*[u] and v] at E°P'[v]
(with w,v > 7). In both cases, we can swap VMs in Optimal
following blue curved arrow lines to further reduce its cost,
due to A1 > Aa... > AL ™

B. Unordered Policy.

1) Problem Formulation: In unordered policy, besides a
VM placement function p, PAL needs to find an order for each
VM pair to visit the MBs (note that different VM pairs could

_|_
Ik
JF

traverse the MBs in different orders). For (v;,v) we define
such order as an MB traversal function ©* : [1,2,...,n] —
[1,2,...,n], a permutation function indicating the j** MB that
(vi,v;) visits is mbyi(;). Given p and 7', denote (v;,v;)’s
communication cost as ¢/ ™ Then c? Sl

=\ c(go(vi)7 sw(wi(l))) + A -c(sw(wi(n)),p(v;—))
+)\i-§c(sw(ﬁ w(ﬂi(j—f—l)))‘

Here the first two terms are the communication cost from
the source VM w; to the ingress switch sw(7(1)) and des-
tination VM v} to the egress switch sw(w’(n)), respectively,
and the third term is their cost between ingress and egress
switches. Let 7@ = (r!, 72, ...,7'). The objective of PAL
under unordered policy is to minimize fotal communication
cost Co(p, 7) = ZZ e ™ while satisfying |{v € V|p(v) =
i}| < re¢;,Vi € V,. Below, we show that PAL is NP-hard
even for one pair of VMs. We then propose an approximation
algorithm for this special case that yields a total cost at most
twice that of the optimal.

Theorem 2: Under unordered policy, PAL is NP-hard even

for one pair of VMs (vy,v]) (ie., I =1).
Proof: We reduce s-t traveling salesman path problem (TSPP)
[31], which is NP-hard, to this problem. Given a complete
undirected graph K = (Vk, Ex) with edge cost d : Ex —
R* and a pair of pre-specified vertices s,t € Vi, TSPP
finds a shortest Hamiltonian path that starts at s, visits each
vertex in Vi — {s,t} exactly once, and ends at ¢. d satisfies
triangle inequality, i.e., d(u,w) < d(u,v) + d(v,w) for all
u,v,w € Vi, When s = t, TSPP becomes well-known
traveling salesman problem (TSP) [15], which finds a shortest
Hamiltonian cycle.

Given VM pair (v1,v]) and an instance of PADC graph
G(V =V,UV,, E), we construct |V, |- (|V}|+1)/2 instances
of complete graphs K/ = (Vi EW), 1 < i < |V,
i < j < |Vp|. Here, 'V b= = {pmy, pm;, swi, swa, ...sWy }
and for (u,v) € E}J, its cost d(u,v) is the cost of the
shortest path connecting u and v in G. Now, if K%’ has
the shortest Hamiltonian path whose cost is the minimum
among the shortest Hamiltonian paths in all the instances, then
placing vy to pm, and v} to pm; must give the minimum
communication cost for (vq,v]) in G, and vice versa. =

2) VM Placement Algorithm for Unordered Policy: We first
give the definition below before presenting the algorithms.

Definition 2: (Optimal Policy Route (OPR).) In a PADC
graph, a policy route of any pair of PMs (pm;, pm;) is a path
or walk starting pm;, visiting all the n MBs at least once, and
ending at pm;. An OPR of (pm;,pm;) gives the minimum
cost, denoted as opr(i, j), among all its policy routes. O

OPR of (pm;,pm;) is essentially the shortest s-# Hamilto-
nian path in the aforementioned TSPP [31], with s = pm,; and
t = pm,; in a complete graph of pm;, pm; and all MBs (when
pm; = pmyj, it is a Hamiltonian cycle). The state-of-the-art
work solving TSPP [31] follows the well-known Christofides’
algorithm [2] of the traveling salesman problem and achieves

2



an approximation ratio of % and takes O(n?), where n is the
number of MBs. Christofides’ algorithm first finds a minimum
spanning tree (MST) of G, and then traverses on a minimum-
weight perfect matching in the induced subgraph given by the
set of vertices with odd degrees in the MST. Below, we instead
propose another O(n?) algorithm to compute a policy route
for (pm;,pm;). Our algorithm is much easier to implement
and has an approximation ratio of 2.

Algorithm 2: Compute a Policy Route for (pm;, pm;).

Input: A PADC graph G, a pair of PMs (pm;, pm;),
and an unordered policy {mb;, mba, ..., mb,}.

Output: pr(i,j), cost of a policy route for (pm;,pm;).

1. V;(’j = {pm;, pm;, swi, swa, ...swy, };

2. Construct complete graph K/ = (V27 E%J). For edge
(u,v) € By, its cost d(u,v) is the cost of the shortest
path connecting u and v in G;

. Compute a minimum spanning tree MST for K*7;

4. Compute a walk W from pm; to pm; on MST that visits
all vertices in MST using each edge at most twice. Let
the cost of W be pr(i, j);

5. RETURN pr(i, j).

W

Using Algo. 2, Fig. 5 shows in blue dashed lines all three
possible policy routes in the linear PADC of Fig. 3.

Lemma 2: pr(i,j) < 2-opr(i,j), Vpm,, pm; € V.
Proof: Denote the MST cost computed in line 3 of Algo. 2
as ¢(MST), ¢(MST) < opr(i,j). Since the walk W found in
line 4 uses each edge of the MST at most twice, pr(i,j) <
2. ¢(MST). Thus, we have pr(i,j) < 2-opr(i,j). -

Next, we present our PAL algorithm Algo. 3 for unordered
policy. It first computes the policy routes for all the |V,] -
(I[Vp| + 1)/2 pairs of PMs using Algo. 2 and orders them
in the non-descending order of their costs (lines 1-8). It then
places the VM pairs (in the non-ascending order of their traffic
rates) onto the first available PM pair, and updates the total
communication cost accordingly (lines 9-21). Running time of
Algo. 3 is O(|V,|* - n3 +1).

Algorithm 3: PAL Algorithm for Unordered Policy.
Input: A PADC with unordered policy {mby, mba, ..., mb,,},
VM pairs P, V,, = {pm;}, resource capacity rc; of pm,.
Output: A placement p and the total comm. cost C.(p, ?)
Notations: X: all PM pairs with their policy route costs.
avail(pm;): available resource slots at pm;, initially rc;.

1. X = ¢; avail(pm;) = re;, Vpm, € Vs

2. for (i =1;i <|Vp|;i++)

3. for (j =1i;5 < |V, |;5++)

4. Compute pr(i,j) using Algo. 2;

5. X = X U{(i, 4 pr(i, )}

6. end for;

7. end for;

8. Sort X in non-descending order of pr(i, 7). Let X be
{(sl,tl,pr(sl,tl)), (Sg,tg,p’f‘(Sgﬂfg)), },

9. i=1j=1Lp=¢ Celp,®) =0, Ay > Ao... > A3

/I i, j: indices for VM pairs and PM pairs respectively.

K1 K12 K22

sw, sw, swW,

1 1 1
4
sw; 2 sw; SWy

4
1 '
6 PmM: >

pm; pm,

(a) (b) (c)

pm;

Fig. 5. How Algo. 3 works for PADC in Fig. 3. Blue dashed lines show the
policy route of (a) (pm1,pm1), (b) (pm1,pm2), and (¢) (pma2, pm2).

10. while (: <1) // not all VM pairs are placed yet

11. do

12. Place v; at PM s;, v} at PM t;;
13. p=pU{(s;.t;)}

14. Colp, T) += i * pr(sj, tj);
15. avail(sj)——, avail(t;)——;
16. i+t

17. if (i > [) break;

18. while ((s; # t; Aavail(s;) > 1 A avail(t;) > 1)
V (85 ==t; Aavail(s;) > 2));

19. j=++; // the next available PM pairs

20. end while;

21. RETURN p and C.(p, 7).

EXAMPLE 3: Eig. 5 shows how Algo. 3 places (v1,v})
and (vg,v5), with A = (100, 1), in the linear PADC in Fig. 3.
It computes X = {(1,1,4),(1,2,6),(2,2,10)}. Thus (vq,v})
is placed at pm; and communicates in blue dashed line in
Fig. 5(a). As pmy is now full, (ve,v}) is placed at pmao
and communicates in blue dashed line in Fig. 5(c). The total
communication cost is 100 -4 + 1 - 10 = 410. |

Theorem 3: Algo. 3 achieves 2-approximation when [ = 1.

Proof: Let the placement of (v1,v]) computed by Algo. 3
be (pmg,pmp). Let the optimal placement of (vq,v})
be (pmgs,pmy ) thus their optimal communication cost is
opr(a’,b"). From Lemma 2, we have pr(a’,b’) < 2-opr(a’, V).
As the costs of all PM pair routes are sorted in non-descending
order in Algo. 3, pr(a,b) < pr(a’,b') <2-opr(d,v). m

V. PAM: POLICY-AWARE VM MIGRATION IN PADCs

Due to dynamic traffic in PADC, X) could constantly
change. With such changes, the VM placement computed
from Section IV may no longer be optimal or approximate
solutions. To reduce communication costs, the VMs may need
to migrate from their current PMs to other PMs, allowing
them to communicate at a lower cost. As VM migration incurs
costs in PADC, the objective of PAM is to migrate VMs in
a way that minimizes the total cost of VM migration and
VM communication. Below, we formulate and solve PAM in
ordered and unordered policies, respectively.



A. Ordered Policy.

1) Problem Formulation: In PAM, the initial VM place-
ment is given by a placement function p : V — V,,, indicating
that VM v € V is at PM p(v) € V,,. The total communication
cost of all the | VM pairs with placement p is thus C.(p)
(Eq. 1). Next, define a VM migration function asm : V — V,,
meaning that VM v will be migrated from PM p(v) to PM
m(v). Note that m(v) = p(v) if v does not migrate. Let
Cm(m) be the rotal migration cost of all VM pairs with
migration m. Then

ch
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e(p(v:)m(v0)) + e(p()), m(v)). 3

Let C.(m) be the fotal communication cost of all VM pairs
after migration m. Then
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Let Ci(m) be the rotal migration and communication cost
of all pairs after m. Then,

Ci(m) = Cp(m) + Ce(m)

l n—1
= E A - E c(swj7swj+1)
i=1 j=1

+ zl: (“ ce(p(vi),m(vi)) + A - e(m(vs), Swl))

+ Z (u ce(p(v)), m(v])) + A - c(swn, m(v;))),
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The objective of PAM is to find a VM migration m that
minimizes C;(m) while satisfying resource constraint of PMs:
H{v € Vim(v) = pm;}| < re;,Vpm,; € V,. As the first term
on the right-hand side in Eq. 5 is fixed under the ordered
policy, we only need to minimize the sum of the last two
terms. Below, we show that PAM under an ordered policy is
equivalent to the minimum cost flow problem [6] in a flow
network that is properly transformed from the PADC graph.

2) Minimum Cost Flow (MCF) Problem: MCF is formally
defined as follows. Let G = (V,F) be a directed graph.
Denote the capacity and cost of an edge (u,v) € E as
ca(u,v) and d(u,v), respectively. The amount of supply
from source node s € V equals the amount of demand
at sink node t € V. Denote a flow on edge (u,v) as
flu,v), f : E — RY. f(u,v) is subject to (a) capacity
constraint: f(u,v) < ca(u,v),¥(u,v) € E and (b) flow
conservation constraint: )y, f(u,v) = > oy f(v,u), for
each v € V'\{s,t}. The goal of MCF is to find a flow function
J such that the total cost of the flow ¥, ,)cp (d(u, v)- f(u, v))
is minimized. MCF can be solved efficiently and optimally by

many combinatorial algorithms [6]. In this paper, we adopt
the scaling push-relabel algorithm proposed by Goldberg [29]
as it works well over a wide range of problem classes. The
algorithm has the time complexity of O(A? - B -log(A - C)),
where A, B, and C are the number of nodes, number of edges,
and maximum edge capacity in the flow network, respectively.

Transforming a PADC Graph to a Flow Network. We trans-
form a PADC graph G(V, E) into a flow network G'(V’, E’)
following below five steps, as shown in Fig. 6(a).

Step I V' = {s} U{t} UV UV, where s is the source node
and ¢ is the sink node in the flow network.

Step II. E' = {(s,v) }U{(v, pm;) }U{(pm;,t)}, where v € V
and pm; € V,. Note that it is a complete bipartite graph
between V and V/,.

Step III. For each edge (s,v), set its capacity as 1 and cost
as 0. For each edge (pm;,t), set its capacity as rc;, the
resource capacity of pm;, and cost as 0.

Step IV. For each edge (v;,pm;), set its capacity as 1 and
cost as 11 - ¢(p(v;), pm;) + Ai - ¢(pmy, swy). For each edge
(v}, pmy), set its capacity as 1 and cost as yi-c(p(v]), pm;) +
A - c(pmj, swn)

Step V. Set the supply at s and the demand at ¢ as 2I.

Theorem 4: PAM in ordered policy is equivalent to MCF
in G'(V', E') and thus can be solved optimally and efficiently.

Proof: We prove that by applying the MCF algorithm to the
above flow network Fig. 6(a), it is able to achieve that a) every
VM in the [ VM pairs is assigned (i.e., migrated) to exactly
one resource slot in a PM while b) satisfying the resource
capacity constraints of PMs and c) achieving the minimum
total migration and communication cost for all the [ VM pairs.
First, as the supply at s is 2/ and the capacity of each of
the 21 edges (s,v), v € V, is 1, there must be one unit of flow
going from s to each v. Due to flow conservation, there must
be one unit of flow leaving v to reach one PM, pm,;. This
indicates that each VM v will be migrated to one PM.
Second, as the capacity rc; of an edge (pm;,t) is the
resource capacity of pmj, there cannot be more than rc;
amount of flow from pm; to t. Consequently, there cannot be
more than rc; amount of flow coming into pm,;. This indicates
that at most rc; VMs will be migrated to pm;, satisfying the
resource capacity constraint of pm ;. Note that a VM that stays
at pm; is considered as migrating from pm,; to itself.
Finally, note that the cost yu-c(p(v;), pm;)+X;-c(pmy, swy)
on edge (v;,pm;) indicates the total migration and com-
munication cost for each of the [ source VMs wv;, the cost
p-c(p(v]), pm;)+N;-c(pm;, swy, ) on edge (v}, pm;) indicates
the total migration and communication cost for each of the
[ destination VMs v}, while the costs on edges (s,v) and
(pmj, t) are 0. This means the minimum cost flow solution on
Fig. 6(a) minimizes the cost of the 2/ amount of flow on all
the edges (v;, pm;) and (v}, pm;), which is the total migration
and communication cost of all the 2] VMs. Therefore, the
minimum cost flow algorithm yields the minimum cost of
sending a 2! amount of flow from sy to ¢y, demonstrating
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that the corresponding VM migration and communication cost
obtained is indeed minimum. n

Time Complexity. As the number of nodes, edges, and maxi-
mum edge capacity in G'(V', E) are m - |V, |, m - [V, |?, and
m respectively, the MCF takes O (m? - [V, |* - log(m? - [V,])).

EXAMPLE 4: Fig 6(b) illustrates how the above trans-
formation and MCF work for the same PADC in Fig. 3(a).
MCF migrates v; and v} to pm;, and vy and v} to pmoy, with
total cost of 100+11+206+4+101=422. Here, 101 is the total
communication cost between ingress switch sw; and egress
switch swy. This migration reduces the total cost of 606 before
migration by 30%. Note that as v; is initially located at pm,
and v} at pma, only v} and vy actually migrate. O

3) State-of-the-Art VM Migration Scheme: Cui et al. [16]
proposed a policy-aware VM management scheme named
PLAN. The core concept of PLAN is utility of a VM migra-
tion. It is defined as the reduction in a VM’s communication
cost due to migration minus its migration cost. The goal of
PLAN is to find a migration scheme that maximizes the total
utility of migrating all the VMs. PLAN is a greedy algorithm
that works in rounds. In each round, it determines which VM
is migrated to which PM, considering the available resources,
so that the utility of this migration is maximized among all
VMs that have not been migrated. This process continues until
all the VMs are migrated, or no further VM migration yields
any positive utility. For the two VM pairs in Fig. 3(a), as there
are no available resource slots, the migration cannot take place
for PLAN. PLAN, however, is a heuristic algorithm that does
not offer any performance guarantee. We prove in Lemma 3
that maximizing the total utilities is equivalent to minimizing
total communication and migration cost in PAM, thus we can
compare our algorithms with PLAN.

Lemma 3: Minimizing the total cost C;(m) in PAM is
equivalent to maximizing the total utility in PLAN.
Proof: Denote the utility of migrating VM v as u(v). Under
migration function m, the wutility of migrating v; from its
current PM p(v;) to another PM m(v;) is the reduction
of its communication cost to the ingress switch minus the
incurred migration cost. Thus u(v;) = A; - (¢(p(vi), swi) —
c(m(vi), swy)) — - (p( i), m(v;)). Similarly, u(v]) = A; -
(c(p(v)), swn) — c(m(v}), swy)) — p - c(p(v]), m(v})).

m(v
_>
Given a p and a A, the total communication cost of the

0 L u-c(p), pmj) + 4 c(pmj,swn))

(a) PAM under ordered policy is equivalent to MCF. (b) Graph transformation and MCF results (highlighted lines) for the PADC in Fig. 3(a).

VMs C.(p) can be computed using Eq. 1. Thus minimizing

C¢(m) is equivalent to maximizing C.(p) — Ct( ) Fas b

22:1 i - (c(p(vi), swy) + c(swn, p(v})) — ¢(m( wy) —

c(swa,m() ) = - ey e(p(v), m(v)) = Yi < (v:) +
u(v})), which is the fotal utility of migrating all the VMs. g

B. Unordered Policy.

1) Problem Formulation: Under unordered policy, besides
a VM migration function m : V — V,, it defines for each
VM pair (v;,v}) an MB traversal function 7 : [1,2,...,n] —
[1,2,...,n]. 7' is a permutation function indicating that after
VM migration, the j* MB that (v;,v}) visits is mbyi(;). Let
7 = (x!, 72, ..., wt) and let Cy(m, ™) denote the total cost
of all the VM pairs with m and 7. Then Cy(m, 7) =

l
Z (u . c(p(vi),m(vi)) + - c(p(vé),m(vé)))Jr

i)\r (TilC(sw(Wi(j)),sw(ﬂ'i(j—i—1)))+ (6)
c(m(m),sw(#(l))) + C(Sw(ﬂ—l(n)),m(’u;)>>

The first and second terms in Eq. 6 are the total migration
cost and total communication cost respectively. The objective
of PAM under unordered policy is to find an m and a 7 to
minimize C; (m,?) while satisfying resource constraints of
PMs: [{v € Vim(v) =i} <re;, Vi € V.

2) VM Migration Algorithm for Unordered Policy: Algo. 4
below first computes costs for all the |V,| - (|V,| + 1)/2
policy routes (lines 2-6). Then, for each VM pair (in the non-
ascending order of their traffic rates), it finds a PM pair to
migrate to, such that the resulting cost for this VM pair is the
minimum among all the unassigned VM pairs in this round
(lines 7-22). After the entire migration scheme m is computed,
it finally migrates the VMs and returns the total cost (lines 23
and 24). Its takes O(|V,|? - (n® 4 1)).

Algorithm 4: PAM Algorithm for Unordered Policy.
Input: A PADC with unordered policy {mb;, mba, ..., mb,},

Vp = {pm,}, resource capacity rc;, VM pair placement p.
Output: A migration scheme m and the total cost Cy(m, 7).



Notations: ¢, j: indices for PM pairs; k: index for VM pairs.
ci,j: the total cost of a VM pair if its source VM is
migrated to pm(i) and destination VM to pm(j).

VI. HETEROGENEOUS RESOURCE DEMANDS

We denote the corresponding PAL and PAM problems with
heterogeneous VM resource demands as PAL-H and PAM-H,

a, b: indices of a PM pair that gives the minimum total cost. wherein a VM v € V = {v1, v}, 09,0}, ..., v, 0]} consumes

avail(pm;): number of available slots at pmy, initially rc;.
m=¢, Cy(m, ) =0, k=1, \; > Ag... > N3
for (i =10 < |Vp|;i++)
for (j =1i;5 < [V,|;5++)

Compute pr(i, ) using Algo. 2;
end for;
. end for;
. while (k <1) // find PM pair for VM pair (v, v},)
Cmin = 00;  // minimum total cost for (v, v},)
for (i = 1;1 < |V, |;i++)
10. if (avail(pm;) == 0)
11. for G =14;5 <|Vp|;4++)
12. if ((avail(pm;) ==0) Vv /I pm; is full
(i == j A avail(pm;) < 1)) continue;

13. Cij = O;

XN LR L

e

continue; // pm; is full

14. c(pm;) = - e(p(vk), pmy;), I/ cost of migrating vy
c(pmy) = p - c(p(vy), pmy); I to pmy, vy to pm;

15. Cijjg = Ak - pr(i, j) + clpmi) + c(pm;);

16. if (¢i; < cmin) a=1b=j, cmin = Cij;

17. end for;

18. end for;

19. m = mU {(pma,pms)}; // update migration scheme m
20. Cy(m, 7) += Crmin; // update total cost

21.  avail(pmg)——, avail(pmy)——;

22. end while;

23. Migrate (v1,v1’), ..., (v;,v;") according to m;

24. RETURN m and Cy(m, 7).

EXAMPLE 5: For the two VM pairs stored in the PADC
of Fig. 3 (a), Algo. 4 will migrate both v; and v] to pmq,
resulting in cost of 406 for this pair. As pm; is now full, it
will then migrate both vy and v} to pms, resulting in a cost
of 16 for this pair. The total cost of the two pairs is 422.

Theorem 5: Under unordered policy, PAM is NP-hard even
for one pair of VMs (i.e., [ = 1).
Proof: We reduce a variation of the s-f traveling salesman path
problem to this special case. By variation, we mean that in a
complete graph K = (Vi, Fx ), each node in Vi has a cost.
Thus, the cost of the s-f shortest Hamiltonian path includes the
costs of s and ¢. The rest of the proof is then similar to that in
Theorem 2 with one augmentation: For pm;, its cost ¢(pm;)
is the migration cost of vy from p(v1) to pm;; for pmy, its
cost ¢(pm;) is the migration cost of vy’ from p(v}) to pm;. g

Theorem 6: Algo. 4 achieves 2-approximation when [ = 1.

Proof: For Algo. 4, let the PM pair that (vy, v]) migrate to be
(pmyg, pmy). Let their optimal VM migration be (pmg:, pry )
and their optimal total cost be C(m, 7). The total cost of
(v1,v}) computed by Algo. 4 Cy(m, 7) = A1 - pr(a,b) +
p - c(p(ur), pma) + p - c(p(vr), pmw) < Ar-pr(a’,0) + -
c(p(v1),pmar) + g - c(p(vy), pry) < 2- Ay - opr(a,b') +2-
p-e(p(or), pmar) +2- - e(p(v}),prmyy) = 2-C7P (m, 7).

d, resource slots. Thus, it must be that Zlizpll re; > ZueV d,

to ensure enough PM resources to place all the VMs. Recall
that the resource capacity of PM pm;; is r¢;.

A. PAL-H.

The objective of PAL-H is to find a VM placement p to
minimize the total VM communication cost C.(p), shown
in Eq 1, while satisfying the resource constraint of PMs:
ZUEV/\p(v):i dy < rei, Vi € V. Although PAL can be solved
optimally and efficiently, we show that PAL-H is NP hard.

Theorem 7: PAL-H is NP-hard.

Proof: We show that the bin-packing with variable sizes and
costs problem (VBPP) [35] is a special case of PAL-H. Given
nitems I = {1,2,...,n}, each with a size s; (1 < ¢ < n), and
infinite number of bins B, where bin j € B has a capacity C}
and cost c;, the goal of the VBPP is to store the n items into
a set of bins {By, B, ..., By, } C B in order to minimize the
total cost of the bins 3°7" ; ¢; while satisfying 3°,. 5 s; < Cj.
VBPP generalizes the classic bin-packing problem (BPP) [14],
wherein all bins have the same capacities and costs, and its
goal is to minimize the total number of bins used.

PAL-H, wherein the VMs are the items and the PMs are the
bins, generalizes VBPP in two ways. First, in addition to its
resource demand, each VM has a traffic rate (recall that the
cost of placing a VM into a PM is the PM’s communication
cost multiplied by the VM’s traffic rate). Second, as VM
communication is pair-wise, PAL-H needs to place two items
(i.e., the source and destination VMs) into the bins (i.e., the
PMs) simultaneously. As such, PAL-H needs to address the
potential conflict of placing two VMs in the same PM. We
refer to this as VM placement conflict. When all the VMs have
the same traffic rates, and there is no VM placement conflict,
PAL-H becomes the VBPP. As VBPP is NP-hard [35], PAL-H
is also NP-hard. n

Due to the heterogeneous VM resource demands, the re-
source capacities of PMs become an important factor in
designing PAL-H algorithms. We give the definitions below.

Definition 3: (Cost-Capacity Ratios of PMs.) A PM pm’s
ingress cost-capacity ratio, denoted as c¢;,(pm), is the ratio
between the pm’s ingress cost (i.e., the cost between pm and
the ingress switch swy) and resource capacity; i.e., ¢;, (pm) =
c(pm, swl) /TCpm. A PM pm’s egress cost-capacity ratio
ce(pm) is the ratio between its egress cost (i.e., the cost
between pm and the egress switch sw,,) and its capacity; i.e.,
ce(pm) = c(pm, swn)/rcpm. O

As each PM has both a cost and a resource capacity, the
best PMs for VM placement that achieves minimum VM
communication cost are those with the smallest costs and
largest capacities. Thus, PMs with small cost-capacity ratios
are desired for effective VM placement.

Definition 4: (Optimal Ingress/Egress PM Set.) An
ingress PM Set (i.e., IPS) is a set of source PMs that store



the [ source VMSs. An egress PM Set (i.e., EPS) is a set of
destination PMs that store the [ destination VMs. The cost of
an IPS (and EPS) is the sum of the ingress (and egress) costs
of all its PMs. A pair of IPS and EPS is optimal, denoted as
(IPS®, EPS®), if the sum of their costs is the minimum among
all pairs of IPS and EPS. O
Note that while the IRS and ERS defined in Section IV for
PAL are mutually disjoint sets, IPS and EPS are not. While
a source slot in a PM in PAL can only store one VM of unit
sizes, a PM in PAL-H can store multiple VMs of varying sizes.
Definition 5: (Greedy Ingress/Egress PM Set) A greedy
ingress PM Set, denoted as GIPS, is the first a PMs in non-
descending order of their ingress cost-capacity ratio that can
store the [ pairs of VMs. A greedy egress PM Set GEPS is
the first b PMs in non-descending order of their egress cost-
capacity ratio that can store the [ pairs of VMs. (]
Lemma 4: GIPS contains at least one IPS®, and GEPS
contains at least one EPS°.
Proof: We only prove the case of GIPS and IPS°, and
the other can be done similarly. For the [ pairs of VMs
V = {v1,0},v9, 0y, ..., v, 0]}, let D,y = St d,, and D, =
22:1 d,; be the total resource demands of the source and
destination VMs, respectively. Thus, the total resource capacity
of GIPS }°7 r¢; > 33 .y dy = Dy 4 D,s. This means that
after allocating D,, amount of resources for the source VMs,
there is still at least D, amount left that can be allocated for
destination VMs. Thus, GIPS contains at least one IPS.
Next, we prove that at least one IPS contained in GIPS is
IPS°. By way of contradiction, let’s assume that none of them
is an IPS®. This means that at least one PM in IPS°, say pm,,
is not one of the top a PMs with the smallest ingress cost-
capacity ratio. Given that the GIPS has sufficient resources
for one IPS and one EPS, we can identify a PM in the IPS,
denoted as pmy, that is not in IPS®, with repp,, > repm, and
Cin(pmp) < Cin(pmg). Therefore, we can get another IPS,
which is IPS® — {pm, } + {pmy}, that has a total ingress cost
less than that of IPS®, contradicting that IPS® is optimal. g

Two PAL-H Algorithms. Next, we propose two efficient
algorithms, viz. Algo. 5 and Algo. 6, to solve PAL-H.

Next-Fit Algorithm. Algo. 5 generalizes the well-known
NextFit algorithm [15] in the classic bin-packing problem by
considering the cost-capacity ratios of PMs, the traffic rates
of the VM pairs, and the placement conflict of the VMs. It
first identifies the GIPS list Z and GEPS list £ and sorts VM
pairs in a non-increasing order of their traffic rates (lines 1-3).
Then, to place each VM pair vy, and vy, it finds the next PMs
on Z and £ that have enough resources (lines 5 and 6), and
stores the PM IDs in I°P¢ and E°P!, respectively. If these two
PMs are different (lines 7-9), we place vy, and vj, and move
to the next VM pair. Otherwise, it encounters a placement
conflict, which attempts to place vy and v}, into the same PM
Z]i]. To sovle the placement conflict, there are three cases: (a)
PM Z[i] has enough resources to place both vy and vj, (lines
11-13), (b) PM Z[i] only has enough resources for vy, while
v;, must be placed at next PM £[j] with sufficient resources

(lines 14-17), and (c) PM Z[i] only has enough resource for
vy, while vy is placed at next Z[i] with sufficient resources
(lines 18-21). Finally, it places the source VMs into the PMs
in 7°P* and the destination VMs into the PMs in E°P!, and
returns the VM placement p and the total communication cost
C.(p) (lines 25-31).

Note that, unlike Algo. 1 for PAL, which can sort VM pairs
in non-ascending order of their traffic rates after source and
destination source slots are found (line 23 in Algo. 1), sorting
VM pairs in Algo. 5 (line 3) must be done before finding the
source and destination PMs, as different VMs require different
resource capacities.

Finding GIPS and GEPS takes O(|V,|-1g(|V}|)), where |V},|
is the number of PMs. Finding [ ort and E°P! takes [ rounds,
each could take O(|V},|). Sorting all the VM pairs takes O(I -
lgl) and calculating C.(p) takes O(l). As [ is bounded by
(|Vp| - m), the time complexity of Algo. 5 is O(|V,|? - m/),
which is more efficient than Algo. 1 for PAL.

Algorithm 5: NextFit VM placement for PAL-H.
Input: A PADC with ordered policy (mby, mba, ..., mb,),
VM pairs P, resource demand of VM v is d,,
V, = {pm;}, resource capacity of pm; is rc;.
Output: A VM placement p and the total communication
cost of all VM pair C.(p).
Notations: Z and &: arrays of GIPS and GEPS.
TPt Eoprt: the final source and destination PMs.
i, j: indices for PM IDs in Z and &£ respectively.
k: indices for PM IDs in I°P* and E°P!, and VM pairs.
re(pm;): current resource capacity of pmy, initially ¢y, .
M?: the set of source PMs allocated so far, initially ¢.
M?: the set of destination PMs allocated so far, initially ¢.
lLi=j=k=1,C.p) =0, p= I = EP = ¢ (empty set);
2. Find GIPS (of a PMs), store the PM IDs in an array Z;
Find GEPS (of b PMs), store the PM IDs in an array &;
3. Sort VM pairs in non-ascending order of their traffic rates,
assume \q > Ao... > A\j;
4. for (1 < k <) // find PMs for (v,v},)

5. while (rc(Z[i]) < d,,) i++; // find next PM Z[i]) or £[j]
6. while (rc(£[j]) < d,;) j++; // with enough resources
7. if (Z[t] # E[j] ) / vk placed at Z[i] and vj, at E[j]

8. o7 [k] = Z[i], B°7'[k] = £[j];

9. re(Zli]) = re(Zli]) = duy, re(Elf]) = re(€lj]) = du; s
10. else

1. if (re(Z]i]) > du, + dyy) // both placed at PM Z[i]
12. I°Pt[k] = E°PHk] = Z]i];

13. re(Zi]) = re(Zi]) — du, — duys

14. elseif (rc(Z[i]) > d,,) /I vi placed at PM Z[i]

15. I°Pt k] = Z[i), re(Z]i]) = re(Zfi]) — do,;

16. while (rc(E[j]) < dy;) j++3

17. EP k] = E[f], re(€lj]) = re(E[5]) — duy;

18. elseif (rc(Z[i]) > d,;) /I v}, is placed at PM Z[i]
19. EoP k) = Z[i), re(Z[i]) = re(Z[i]) — du s

20. while (rc(Z[i]) < dy,) i++;

21. I°PHk] = Z[i], re(Z[i]) = re(Z]i]) — doy, ;



22. end if}

23. end if;

24. end for;

25. for (1 <i <) // place VM pairs and calculate cost
26. Place v; at PMs I°P'[{] and v] at E°P![i];

27. p=pU{IP'[i], E°*'[i]) };

28. Co(p) += N * (c(I°P'[i], swy) + c(EP![i], swy,));

29. end for;

30. Colp) += Yoy Mi 222 e(swy, swj41);

31. RETURN p and C.(p).

Theorem 8: When all the PMs have the same costs, all the
VMs have the same traffic rates, and there is no placement
constraint, Algo. 5 is a 2-approximation algorithm for PAL-H.

Proof: Under those conditions, PAL-H is equivalent to finding
a VM placement that minimizes the total resource capacities of
PMs, and the GIPS and GEPS are the PMs in non-ascending
order of their resource capacities. Since there is no placement
constraint for the source and destination VMs, the PAL-H can
be treated as two separate problems of placing source VMs
vy, into GIPS and destination VMs v}, into GEPS, respectively.
We thus only focus on the former.

Let B = {pmi,pma,...,pmy;} be the ordered set of PMs
selected by Algo. 5 and let B* = {pm],pm},...,pm} } be
the ordered set of PMs selected by an optimal algorithm.
We want to show that 320 re(pm;) < 2 x Y7 re(pmy).
Let c¢(pm;) denote the total resource capacities of the VMs
that are placed in pmi; c(pmi) = 32, cPp (=i Go- Clearly,
c(pm;) < re(pmy;) and c(pm}) < rc(pm}). Assume the
resource demands of VMs and the resource capacities of
PMs are normalized so that the largest PM has a resource
capacity of 1. For 1 < i < I, ¢(pm;) + c(pmir1) > 1;
thus, Zé:l c(pm;) > (I —1)/2. We have >, re(pm;) <
(i-H+1< 2><Z§:1 c(pm;)+1=2x>" clpm})+1 <
2 x 3" re(pmy) + 1. O

Algorithm 6: FirstFit VM Algorithm for PAL-H.
Input: A PADC with ordered policy (mbq, mba, ..., mby,),
VM pairs P, resource demand of VM v is d,,
V, = {pm;}, resource capacity of pm; is rc;.
Output: A VM placement p and the total communication
cost of all VM pair C.(p).
Notations: 7 and &: arrays of source and destination PMs.
i, j: indices for PM IDs in Z and &£ respectively.
k: index for PM IDs in I°P* and E°Pt, as well as VM pairs.
re(pm;): current resource capacity of pm, initially rc;.
M?: the set of source PMs allocated so far, initially ¢.
M?: the set of destination PMs allocated so far, initially ¢.

placed: if a VM can be placed into M* or M¢, initially false.
l.i=j=k=1, C.p) =1, p= I = E°P" = ¢ (empty set);

2. Find GIPS (of a PMs), store their IDs in an array Z;
Find GEPS (of b PMs), store their IDs in an array &;

3. Sort VM pairs in non-ascending order of their traffic rates,
assume A1 > Aa... > \p;

4. for (1 < k <) // find PMs to store (v, v},)

5 placed = false;

6. for (each PM pm in M?)

7 if (d,, < rc(pm))

8 I°PYk] = pm, re(pm) = re(pm) — do,
9. placed = true, break;

10. end if}

11. end for;

12. if (placed == false)

13. I°PYk] = Z[i], re(Z[i]) = re(Z]i]) — du,
14. M*® = M*® U{Z[i]};

15. 1+

16. end if;

17. placed = false;

18. for (each PM pm in M%)

19. if (d,; < rc(pm))

20. EPH k) = pm, re(pm) = re(pm) — dy ;
21. placed = true, break;

22. end if}

23. end for;

24. if (placed == false)

25, EP[k] = E[j, re(€[j]) = re(€j]) - duy:

26. M = M*U{E[j]};

27. g4+

28. end if;

29. end for;

30. for (1 <i <) // place VM pairs and calculate cost
31. Place v; at PMs I°P'[i] and v} at E°P'[d];

32, p=pU{I7 [, EPi));

33. Celp) += Ai * (c(I°P[i], sw1) + c(E°P![i], swy,));
34. end for;

35. C.(p) += 22:1 i Z;:ll c(swj, swj+1);

36. RETURN p and C.(p).

First-Fit Algorithm. One improvement upon Algo. 5 is to place
the VMs into an available PM with enough resource capacity,
before allocating a new PM, in the spirit of the NextFit
algorithm [15] for the bin-packing problem. When placing a
source VM vy, it places it into the first PM in the GIPS that
has sufficient resource capacity and has already been placed
with some VMs (lines 5 to 11). If no such PMs exist, it will
then allocate a new PM from the GIPS list to place the VMs
(lines 12 and 16). The destination VM vj, is placed into the
PMs in the GEPS list in a similar manner (lines 17-28). The
time complexity of Algo. 6 is O(|V,|? - ). Although we are
not able to prove that it achieves a similar approximation ratio,
we show via extensive simulations that it outperforms Algo. 5
consistently.

B. PAM-H.

The objective of PAM-H is to find a VM migration scheme
m that minimizes total VM migration and communication cost
C¢(m), shown in Eqn. 5, while satisfying resource constraint
of PMs: ZvGV/\m(v):i dy, < re;, Vi € V,. While Section V
shows that PAM is equivalent to an MCF, which can be solved



optimally and efficiently, PAM-H is indeed APX-hard.

Theorem 9: PAM-H is APX-hard.

Proof: We show that PAM-H is equivalent to an energy-
efficient data redistribution problem (DRP) in sensor networks
without a basestation [47], which is APX-hard. As there is no
basestation to store the sensory data, DRP redistributes the
data packets generated from storage-depleted data nodes to
storage nodes with storage capacities for preservation. The
goal of the DRP is to minimize the total energy consumption
in this process. PAM-H corresponds to DRP with the same set
of problem variables and objective characteristics.

First, packets in DRP have different sizes, just as each
VM has a different resource demand. Meanwhile, storage
nodes in DRP have storage capacities, just like PMs have
resource capacities. Second, in DRP, redistributing each packet
to different storage nodes costs a different amount of energy,
just like migrating each VM to different PMs incurs different
migration costs. Finally, the objective of minimizing the total
energy consumption of data redistribution in DRP is precisely
the same as the objective of minimizing the total migration
and communication cost of the VMs in the PAM-H.

As such, PAM-H is equivalent to the DRP. As DRP is APX-
hard [47], PAM-H is also APX-hard. n

As PAM-H is APX-hard, designing a polynomial-time ap-
proximation algorithm for PAM-H is unlikely. Below, we
present an optimal ILP solution and an efficient heuristic
algorithm for solving PAM-H.

An Optimal ILP Solution. For each source VM wv;, let
ti; = w-c(p(vi),pm;) + X; - c(pmy, swy), which indicates
the sum of v;’s migration cost and its communication cost
to the ingress switch. For each destination VM vg et t; 5 =
E c(p(v;),pmj) + A ~c(pmj, swn), which indicates the sum
of v}’s migration cost and its communication cost to the egress
switch. x,, ; indicate if VM v, which coulld be either v; or v;,
is migrated to PM pm; or not.

(A) min Z Z tyj Toj (7
’UEV pijVp
S.t.
Ty € 0,1}, YveV,pm; €V, (8)
S omy=1, WweV )

pm;EVy
Z dy -2y <1C;, VYpm; €V, (10)
veV

Objective 7 aims to minimize the total migration and
communication cost of all the VMs. Constraint 9 indicates
each VM v will be migrated to a PM, and Constraint 10
indicates the resource constraint of each PM.

A Greedy Algorithm. We introduce the following definition.

Definition 6: (Utility Resource Ratio (URR).) The URR
of migrating a VM v is defined as the ratio between the
utility u(v) of migrating v and the v’s resource demand d,.
Under migration function m, the utility of migrating v; from
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its current PM p(v;) to another PM m(v;) is the reduction
of its communication cost minus the incurred migration cost.
Thus u(v;) = N - (c(p(vi), sw1) — c(m(v;), swy)) — p -
c(p(vi),m(v;)). Similarly, u(v]) = X; - (c(p(v]), swy,) —
c m(vg)vswn)) _ﬂ'c(p(vz/‘)vm(vz/‘))' O

The greedy algorithm takes place in rounds. In each round,
it moves (i.e., migrates) a VM to a PM that yields the largest
URR. If there are multiple migrations with the same largest
URR values, we will choose the one with the same PM. This
process continues until all the VMs have been migrated. With
the costs between any pair of PMs (or switches) precomputed,
deciding which VM is migrated to which PM yields the largest
URR in each round takes O([ - |V,|). As there are [ pairs of
VMs, and [ is bounded by |V,| - m, the time complexity is
thus O(|V,|? - m?).

VII. PERFORMANCE EVALUATION

In this section, we compare our algorithms with existing
work (Table II). For PAL, we name the optimal algorithm for
ordered policies (Algo. 1) as Optimal and the approxima-
tion algorithm for unordered (Algo. 3) as Approx-PAL, and
compare them with TrafficAware [41], a seminal but policy-
oblivious VM placement algorithm. For PAM, we refer to
the minimum cost flow-based algorithm for ordered policy as
MCEF and the approximation algorithm for unordered (Algo. 4)
as Approx-PAM, and compare them with PLAN [16].

We consider fat-tree PADCs of size k = 8 with 128 PMs
and size k = 16 with 1024 PMs. The traffic rates of VM pairs
are in the range of [0, 1000] — Following flow characteristics
found in Facebook data centers [43], 25% of VM pairs have
light traffic rates in [0, 300), 70% medium traffic rates in [300,
700], and 5% heavy rates in (700,1000]. As suggested by Cisco
design guide [3], we install a number of MBs on aggregation
switches in the PADC. As 80% of cloud data center traffic
originated by servers stays within the rack [10], for the initial
VM placement in PAM, we place 80% of the VM pairs into
the PMs under the same edge switches, while the remaining

TABLE II
COMPARING PAM AND PAL ALGORITHMS.

Ordered Policy

Unordered Policy

Existing Work

PAL

Optimal

Approx-PAL

TrafficAware [41]

PAM

MCF

Approx-PAM

PLAN [16]
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20% under different edge switches. Each data point represents
the average of 20 runs, along with a 95% confidence interval.
In each run, a new set of VM pairs is placed (for PAL) or
migrated (for PAM) in the PADC. The codes are available at
https://github.com/vtran42/pal-pam-datacenter.

Comparing with TrafficAware. As TrafficAware only assigns
VMs to the same PMs or PMs in close proximity, and does not
consider the proximity of the PMs to the MBs, we implement
TrafficAware as follows for fair comparison. In ordered policy,
it places VM pairs (in non-ascending order of their traffic
rates) to the PMs that are closest to the ingress switch. In
unordered policy, it works similarly to Algo. 3 but only
considers the Hamiltonian cycle case, as TrafficAware always
places VM pairs in the same PM if possible.

For ordered policy, Fig. 7(a) varies the number of VM
pairs [ and shows that Optimal yields 46-49% less costs than
TrafficAware. Fig. 7(b) varies resource capacities of PMs rc
and shows that Optimal outperforms TrafficAware by around
48%. Fig. 8 compares Approx-PAL and TrafficAware under an
unordered policy. It varies [ as well as the number of MBs n
and shows that Approx-PAL outperforms TrafficAware by 37-
58% in all scenarios. The above results are evident as Optimal
is optimal and Approx-PAL is a 2-approximation policy-aware
algorithm, while TrafficAware is policy-oblivious, inducing
enormous traffic when VM communication traverses the MBs.

Effects of VM Migrations. Fig. 10 investigates how much
cost reduction VM migration brings to a PADC (k =8, [ =
1000, n = 3) compared to without migration. VM migrations
take place in epochs. At the beginning of each epoch, VM
pairs adjust their traffic rates to new values within the range [0,
1000] in accordance with the aforementioned Facebook flow
pattern. For migrations, it then executes MCF and calculates
the total migration and communication cost. For no migration,
it simply recalculates the total communication cost using the
new traffic rates. We set the migration coefficient 1 as 10
and 50, and let the PADC run continuously for ten epochs.
Fig. 10 shows the total cost of VM pairs in each epoch with
and without VM migration, for both rc¢ = 40 and 80. The cost
of © = 50 is larger than that of ;¢ = 10, as migration costs
increase with the increase of u. In either case, the cost of rc =
80 is smaller than that of rc = 40, as there are more resource
slots available to achieve cost-efficient VM migrations. In all
cases, VM migration reduces the total costs by up to 25%
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Fig. 9. Comparing with PLAN, k£ = 8, [ = 1000, n = 3, rc = 40.

(u =10 and rc = 80) compared to those without migration.

Comparing with PLAN. We then compare our PAM algo-
rithms with PLAN by increasing the migration coefficient .
As PLAN is only designed for ordered policies, for the purpose
of comparison with unordered policies, we implement it as the
greedy algorithm below. For each VM pair, it finds the MB
closest to the source VM as the ingress MB and the one closest
to the destination VM as the egress MB. It then finds an MB
sequence by starting from the ingress MB, visiting the closest
unvisited MB, and so on, until all the MBs are visited, and
finally visiting the egress MB. Fig. 9(a) shows that under the
ordered policy, the MCF outperforms the PLAN by around
20% when g is small. With the increase of p, PLAN and
MCEF start to perform closely due to the high migration cost.
Fig. 9(b) shows that under an unordered policy, Approx-PAM
outperforms PLAN slightly for the entire range of p.

Finally, Fig. 11 compares Approx-PAM and PLAN by
varying rc while fixing p as 20, and shows that Approx-PAM
outperforms PLAN for the entire range of rc. With the increase
in the rc, the performance difference between Approx-PAM
and Greedy becomes larger, around 30%.

Heterogeneous VM Resource Demands. Finally, we consider
that VMs have different resource demands, and compare
various algorithms solving PAL-H and PAM-H, respectively.
In all simulations below, the resource demands of the VMs
are randomly generated in the range of [1, 8]. We refer
to the PMs that are allocated to place the VMs as the
active PMs. The code for PAL-H and PAM-H is available at
https://github.com/chrisagonza97/FatTreePython/.

PAL-H. Fig. 12 compares two PAL-H algorithms viz. Algo. 5
(i.e., Next-Fit) and Algo. 6 (i.e., First-Fit). Fig. 12(a) shows
that under a wide range of numbers of VM pairs, First-Fit
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Fig. 10. Effects of VM migration. Fig. 11. Comparing with PLAN.
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constantly yields a slightly smaller total VM communication
cost than that of Next-Fit, as it always tries to utilize the
existing PMs before allocating a new one. This is further
validated by Fig. 12(b), which shows that First-Fit uses fewer
active PMs for VM placement, with up to 22.2% fewer active
PMs than Next-Fit. Note that although r¢ = 10 would be
theoretically enough to ensure sufficient PM resources to place
1000 pairs of VMs, as ZLZ’&' rep >y, c) dv, practically, it is
not enough due to the PM resource fragmentation during the
VM placement process. We thus have to set rc = 12. Fig. 12(c)
and (d) show that when increasing the resource capacities of
the PMs, the total communication cost of VMs and the number
of active PMs decrease for both algorithms. However, First-Fit
still yields a lower VM communication cost with fewer active
PMs, as it prioritizes placing VMs in PMs with smaller costs
before allocating PMs with larger costs.

PAM-H. VMs are initially placed randomly on the PMs. Then,
their traffic rates are randomized while still adhering to the
Facebook flow characteristics mentioned earlier. After that, the
two PAM-H algorithms, viz. ILP and Greedy are applied to
the same instance. As ILP takes time to compute, we use
small fat-tree networks of & = 8 with [ = 100 VM pairs.
Fig. 13 compares them by varying the migration coefficient
w. Fig. 13(a) shows that Greedy performs very closely to the
ILP in terms of total VM costs, constantly within 95.4% of the
optimal cost, although the variance of the data gets larger with
the increase of p for both ILP and Greedy. More interestingly,
Fig. 13(b) shows that the Greedy constantly yields fewer active
PMs than the ILP. This could save a large amount of energy
for the Greedy, as those inactive PMs can be turned off. As
ILP focuses on minimizing total costs, it is achieved at the
expense of using as many active PMs as possible.

Finally, it is evident that the performance difference between
ILP and Greedy is more pronounced at smaller values of p,
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Fig. 13. Comparing ILP and Greedy of PAM-H. k = 8, n = 3,
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with Greedy utilizing approximately 80 active PMs, while ILP
uses around 124 on average. This is attributed to the fact that
when g is small, which means migration does not incur much
cost, the PAM-H becomes PAL-H. Due to the flattened layout
of PMs in the fat-tree topology, there are many PMs with the
same or similar costs to the ingress or egress switch. When
ILP places VMs into the PMs, it could choose arbitrary PMs
as long as they provide the smallest costs. In contrast, for the
Greedy algorithm, when multiple migrations achieve the same
minimum cost (i.e., the largest URR values), it chooses the one
with the same PM, thereby dramatically reducing the number
of active PMs.

VIII. CONCLUSIONS AND FUTURE WORK

In this paper, we focus on the dynamic traffic in cloud
data centers and study PAL and PAM: VM placement and
VM migration in the policy-aware data centers, where VM
traffic must visit a sequence of MBs for various security and
performance purposes. We demonstrated that VM migration
is an effective technique for alleviating dynamic VM traffic
in PADCs, thereby saving cloud resources. Working together,
PAL and PAM place and then migrate VMs in the event
of dynamic traffic fluctuation, achieving optimal and near-
optimal network resource management for a PADC’s lifetime.
We uncovered a suite of new policy-aware problems and
designed optimal, approximation, and heuristic algorithms. We
also demonstrated that our results outperform those of various
state-of-the-art methods.

Our further work has two directions. First, we will con-
sider the PADC with virtualized MB and VNFs, rather than
hardware MBs. As VNFs can be placed and migrated as
software, designing a holistic VNF+VM migration scheme
to achieve optimal resource utilization in dynamic PADCs
becomes a new challenging problem. Second, as reinforcement
learning has come to play a significant role in cloud data
center traffic engineering and management [19], we will design
reinforcement learning-based VM placement and migration to
further optimize cloud resource usage in dynamic policy-aware
data centers.
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