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data. Single-provider big data is usually curated and
consistent, whereas multi-provider big data suffers from lack
of structure and consistency. The sensor data that we
consider in this paper is open, multi-provider and big. An
effective sensor informatics platform for managing it must
support and enable a collaborative framework that supports
operations for sharing, annotating, reusing and analysing the
data itself. It must also enable sharing and documenting the
results and outputs of analysing such data with their
provenance, i.e. tracking how they were developed in terms
of data sources and analysis operations.

Abstract—The drive toward smart cities alongside the rising
adoption of personal sensors is leading to a torrent of sensor
data. While systems exist for storing and managing sensor
data, the real value of such data is the insight which can be
generated from it. However there is currently no platform
which enables sensor data to be taken from collection, through
use in models to produce useful data products.
The
architecture of such a platform is a current research question
in the field of Big Data and Smart Cities. In this paper we
explore five key challenges in this field and provide a response
through a sensor data platform “Concinnity” which can take
sensor data from collection to final product via a data
repository and workflow system. This will enable rapid
development of applications built on sensor data using data
fusion and the integration and composition of models to form
novel workflows. We summarize the key features of our
approach, exploring how it enables value to be derived from
sensor data efficiently.

B. Heterogeneity and Disparity
A second challenge relates to the disparity and
heterogeneity of sensor data. Sensor-generated big data is
typically never under centralized control at a single location
and is stored at distributed locations. Assuming that all data
will be eventually all uploaded in a central location is not
realistic. A more realistic assumption is that users can access
and integrate parts of the data they need into their own data
storage, when they need it. The main challenge is that data
collected by different people under different regimes, and
stored in different databases, is rarely stored in any standard
formats. With such heterogeneous data, there is no universal
way to retrieve and transform the data automatically and
universally into a unified data source for useful
analysis. Moreover, due to the heterogeneity in the
ownership of sensor infrastructures, the data sets collected
from sensors are not structured and documented in a way
that would make their combined use possible. An effective
sensor informatics system for managing and using such data
must support tools that enable developers to query and
integrate heterogeneous data in disparate locations whilst
lowering the complexity of dealing with its diversity.

Keywords: sensor data management, sensor application,
sensor platform, Digital City, Smart City.

I.

INTRODUCTION AND MOTIVATION

The pervasive use of mobile and sensing devices enables
everyone to collect data at any time, at any place. Sensor
data is certainly valuable to sensor owners for their own
specific purposes, but could also be valuable to a wider
audience. The bottleneck now is not how to collect, store and
manage the resulting Big Data itself, as various technologies
exist to address these elements. Rather the challenge is how
to build systems that enable us to effectively use such data.
This, in turn, requires us to revisit the key challenges in
designing such systems. We note that in this paper we focus
exclusively on the informatics challenges of big sensor data,
upstream of the lower-level hardware or networking
considerations.

C. Multi-Resolution and Multi-Scale
The third challenge relates to the fact that organizations,
or individuals, deploying sensors to collect data typically
have different assumptions and intentions for what type of
data needs to be collected. They may use different types of
sensors measuring different (but related) phenomena at
different, and irregularly distributed, geographical places.
The measurements are also typically collected at different
rates and time intervals. When data from such devices is
aggregated and/or integrated for use in a new application the
user is very quickly faced with its multi-resolution nature.

A. Crowdsourcing and Collaboration
The first challenge relates to how we can create an ecosystem where users get mutual benefit from data
contribution, sharing and usage. The current open data
imperative and big data wave force us to think beyond the
‘owner-is-the-user’ model. Conversely, openness is not just a
goal in itself; there should be significant benefits for multiple
actors from opening up data. Similarly, there is an important
distinction to be made between single and multi-provider big
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application in the areas of environmental monitoring,
security surveillance, mental training, city planning and
health care. In a sensor network, individual sensors nodes
can be deployed in fixed locations or as mobile devices, or as
ad-hoc nodes that connect and disconnect from the network
infrequently. Each sensor collects measurements and sensors
exchange information through wired or wireless
communication channels using various network topologies
and communication protocols. In such a network the nodes
of the network can be connected together or alternatively all
nodes can communicate directly only with a base station.
In this paper, we make no assumptions about the
networking protocols used to connect the sensor nodes. We
also make no distinction between who owns or operates the
individual sensor nodes. Our main focus is on the data
collected by the different sensors and made available for
sharing and collaboration. Such data needs to be stored and
managed in a system that enables users to collaborate. We
categorize different sensor data management platforms by
their support for such collaboration into three generations as
described below. We then describe briefly the WikiSensing
system used as the backend for our own current research.

Moreover, users of the data will have their own conceptual
multi-scale levels of abstraction in their models. Taking an
urban city as an example, city models often work at higher
levels of abstraction – such as a city wide, neighbourhood
level or transportation model level. Further, such different
layers of abstraction frequently interact; building upon the
results of higher or lower levels to create further insight. An
effective sensor informatics platform must provide features
that allow successfully supporting such multi-resolution and
multi-scale integrative analysis of the data.
D. Data Uncertainty and Trustworthiness
The fourth challenge relates to the inherent levels of
uncertainty of the data itself. Sensor data collected by third
parties is supplied without centralized control. This data
could have been generated by sensors that are faulty,
wrongly calibrated or beyond their life time. There may
even be measurements that have been maliciously tampered
with or intentionally supplied with erroneous information.
The challenge also extends to the outputs of analysing
existing data and reporting the results of the analysis back for
use by other users. The resulting data may also have multiple
levels of uncertainty/trust associated with it. An effective
sensor informatics system must support users in assessing,
managing and reasoning about the trustworthiness of the
data, results and their owners and how such trustworthiness
(or lack thereof) affects our usage of such data.

A. First Generation
Although many sensor network systems are designed for
use by many users in different applications, the first
generation data management systems focused simply on
storing and querying the sensor data. Examples include
Aurora and Cougar [3] [4] which process incoming data
streams for
applications. Such systems provide query
algebra containing several primitive operations for
expressing queries over the streams and/or querying the
sensor nodes in a distributed way. Such systems had no clear
notion of enabling or supporting collaboration between users
of the same set of sensors.

E. Model and Decision Making
The fifth challenge relates to using the data itself in a
collaborative way to guide decision making processes.
Ultimately, the collected data needs to be subjected to
different forms analysis; whether to find patterns or to
develop new models to guide decisions. The quality of the
analysis, models and decisions all depend on the quality of
the input data itself. This includes uncertainty in
measurements, the resolution of the data and whether it
contains missing values. The analysis and modelling of the
data must be resilient to such factors. Moreover, the
processing and analysis of large sensor data collections
inevitably translates into computational costs. If real-time
decisions are needed and available resources are limited,
users are typically willing to compromise the quality of their
models, e.g. by using less data or less computation. An
effective sensor informatics platform must support an
adaptive framework that fits the properties of the available
data and resources.
The five challenges discussed above motivate the work
presented in this paper. In Section II we review existing
sensor data management systems and approaches. In Section
III and IV, we provide an overview of our new platform
design and its key components. In Section V we present a
number of application scenarios. In Section VI, we present
our summary, discussion and future work.
II.

B. Second Generation
The second generation data management systems
provided different primitives to support collaboration
between users of sensor networks. Such systems enabled
either configuring the collection and/or the processing of
data in a collaborative way between different users. For
example, the Discovery Net system [6] provides an example
where different users could develop their own data collection
workflows specifying how sensor data can be processed
before storing in a centralized data warehouse. It also
enabled them to develop analysis workflows for integrating
the data with data collected from other data sources. Users of
the system could thus share the same data and also derive
new views and analysis results that were also shared.
Another example is the CitiSense [5, 7] project which
deployed a system allowing users to provide feedback on
pollutants by the general public using mobile devices. By
enabling this, the system supports enriching the information
by the users and also allows them to comment on the
operation and trustworthiness of the sensors. Each of the
systems in this category supports a limited form of
collaboration while operating on a fixed set of sensors.

RELATED WORK / BACKGROUND

Sensor networks [1, 2] provide infrastructure through
which we obtain data about the physical, engineered, and
social systems by using sensing devices. They have wide
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Our motivation here is to investigate how we can build on
top of WikiSensing a novel WikiModelling platform so as to
provide a comprehensive solution “Concinnity” that can
address the other challenges.
Fig. 1 illustrates the Concinnity architecture for
addressing the challenges. In the remainder of this section we
describe the components and how their interaction provides a
solution for building a generic Platform-as-a-Service (PaaS)
for sensor data management.

C. Third Generation
The third generation data management systems for is
based on open systems where users can collaboratively
submit data from any sensor and where other users can use
such data. One example of this generation is Xively [8]
(formally known as both Pachube and then Cosm) which
enables users to share their sensor data and allows them to
collaboratively build applications based on such data. The
system follows a passive approach to the control of sensors
by the collaborators. However, it simplifies online
collaboration between them by allowing them to submit
diverse data sets ranging from individual energy and
environment data to data collected from transport services.
Moreover, it allows developers to embed real-time graphs &
widgets in websites; analyse and process historical data, and
send real-time alerts to control devices.
Another example of the third generation systems is the
WikiSensing System (wikisensing.org) [9] which is used in
our research presented in this paper. It provides a webaccessible online database services allowing sensor
owners to register and connect their devices to feed data into
the system for storage. It also allows developers to connect
to the database and build their own applications based on that
data and perform different forms of analysis. Moreover, it
provides support for adding and annotating information
about the sensors and their data through a wiki approach.
D. Other systems
Various other research efforts have been conducted on
sensor data fusion [10-13]. However, most efforts do not
address the design of a public and generic platform to fuse
the sensor data, especially for large scale, multisource data.
Similarly, although there are significant research efforts on
building analysis models for sensor applications [14] [1518], most work builds on certain assumptions on the data
distributions and few of these work are organized in a
framework or toolkit for sensor data analyses or application
developers to use. Similarly, work has been done on model
composition [19], which becomes a critical component of
our platform, and some workflow systems for model
combination were created [6, 20, 21], but none of these
efforts addresses designing a generic analysis platform for
sensor data and modelling. It is worth noting that there are
several sensor data marketplaces [22-24] where users and
developers can query and purchase the data from these data
marketplaces and then build their application by
themselves. However, there is no platform to support users in
turning such data into applications.
III.

Figure 1. Concinnity Platform overview, next generation systems will
require collaborative sensor data storage together with a space to analyse
data and a collaborative interface for creating workflows for this purpose.

A. WikiModelling - AppEditor
The application development environment, “AppEditor”,
supports developers in constructing sensor data applications.
It allows them to retrieve sensor data from various sources
using a declarative query language, and to review the sensor
data at multi-scale and multi-resolution levels using a range
of visualisation tools, including category-based hierarchical
structure and location-based exploration. Users can apply
filters to such data and then composite it with analytical
models using idea similar to the mashup editor [25] as
workflows and finally publish their sensor data application.
The AppEditor also provides a collaborative environment to
access hierarchical catalogue of existing data sets, models
and analysis workflows that have been contributed by
different developers. Such workflows will be executed using
the workflow engine.

CONCINNITY PLATFORM OVERVIEW

While WikiSensing provides many collaboration features
that support addressing the crowdsourcing and collaboration
challenges of sensor informatics, it does not address the other
challenges identified in Section 1. In order to fully leverage
the value of data collected by sensor network systems, more
work needs to be done in improving how we can manage
data collected from various sources in a collaborative way,
especially in terms of data collection, fusion and analysis.

B. WikiModelling – Workflow Engine
Workflow definitions from the AppEditor are passed to a
workflow engine workflow engine to retrieve data from
different sources and to filter it or fuse it as required and to
transform the data into formats suitable for input to analytic
models. , We base our implementation on an extension of the
“HierSynth” [19] engine enables the creation of a
hierarchical representation of the conceptual multi-scale or
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multi-resolution environment under study within the
workflow graph itself. For example, a geographical
decomposition of the city into suburbs and districts, e.g.
based on standard urban ontologies by the Open Geospatial
Consortium, enables the composition of data and models to
be achieved at each level of the city and provides an
effective communication paradigm for cross-scale
modelling. The workflow engine also provides the context of
how model integration can be achieved. It supports a wide
variety of input and output data sources including
wikisensing.org and requires that every model or data fusion
module to register its list of inputs and outputs to the engine.
These requirements can then be used to verify all data
required for integration are available when the workflow is
created. A plug-in architecture supports multiple methods for
achieving data fusion and resolving concerns with
uncertainty. The engine supports multiple users and
scenarios by default, each with their own library of
configured data sources models, and workflows. To support
collaboration the engine enables the publication of
workflows as new public API’s upon the platform. This
provides a concept of “workflows of workflows” supporting
the creation of an ecosystem of useful techniques to be
composed in a collaborative fashion.

custom aggregation functions. To address the multiresolution and multi-scale challenge, WikiSensing is
extended in this work to support ontology definitions, thus
offering the capability of ontology-based querying over the
data using user-defined ontologies suitable to the level of
detail that each application demands by this over time,
geography or a conceptual resolution. Moreover, to address
the data trustworthiness challenge, we extend it by
incorporating various anomaly detection tools within the
system and also by extending the sensor metadata model to
capture trustworthiness information explicitly.
IV.

DETAILED DESIGN AND IMPLEMENTATION

Fig. 2 shows our detailed design of the Concinnity
platform. This consists of the WikiSensing data store and the
WikiModelling workflow engine and application editor.
WikiSensing provides capabilities for data storage and
management, while the WikiModelling system support
application design and execution environment. In the
following section, we will discuss each component of our
platform in detail.
A. WikiModelling - AppEditor
The AppEditor is an online development environment,
which provides a graphical user interface to integrate data
from different sensors, apply analytic models, construct
workflows, publishing the final service as a sensor
application. As shown in Fig. 2, it comprises several
modules as described below.
Data/Models Explorer: Developers can visually discover
and browse available sensor data as well as analytic models
in our platform before constructing their applications. In this
module the AppEditor integrates available sensor data on the
map as shown in Fig. 3. It also retrieves lists of models
provided by the WikiModelling system. When there are no

C. WikiSensing
The WikiModelling system builds upon the WikiSensing
repository as a sensor data storage solution. WikiSensing’s
original design simplifies addressing the heterogeneity and
disparity challenge in two ways. Firstly, its schema-less
storage architecture based on mongoDB decouples the
storage layer from the data schema, enabling storage layer
flexibility. Secondly, it offers data stream aggregation
abstraction via the concept of ‘virtual sensors’. By using this
functionality users can create their virtual sensors using

Figure 2. Concinnity Platform architecture, combinding the WikiModelling and WikiSensing Systems
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Result Viewer: The Results Viewer allows users to view
the results of executing their workflow using various
visualization tools.
Service Publisher: Developers can finally publish the
application as a web service, and list it in our platform (as
shown in Fig. 6). Some social functions like rating and
comments are also provided. Such a repository will benefit
from network effects.

sensors in a particular location, we create “virtual sensors”
[9] by making a probabilistic estimation (along with the
uncertainty of the estimation) of a quantity (e.g. pollutant
concentration) for locations that do not contain sensors, but
have a sufficient number of nearby “contributing” sensors as
shown in Fig. 4.

Figure 3. Structured visual exploration of sensor data.

Figure 5. AppEditor: two available data sources - Nitrogen oxide and
Sulphur dioxide, are selected and filtered with geographical query (in
“SW7” area). Then a prediction model is applied to get the pollution index.
TABLE I.
Element
(shape)
Data
Source
(circle)
Filter (diamond)
Figure 4. Virtual sensor composed from local physical sensors.
Model
(rectangle)

Workflow Editor: This module provides an efficient tool
to assist developers to build data applications. Fig. 5 shows
the workflow editor in AppEditor, which is a graph-like
environment where developers can couple available elements
as shown in Table 1. The elements and links between them,
including data and models which are listed in the tree
structure by categories, can be added into design diagram by
drag-and-drop.
The settings of each element, like the parameters for a
model and data connection string of one data source, are
edited directly in the property window. After the developers
create an application in the editor, a corresponding execution
script in xml format will be generated. The script includes
the detail information of each element and the relations
between them. It can be delivered to the workflow engine via
APIs and stored to the repository.
Task Scheduler: Once the developers have completed the
design of their sensor application workflows, they may
control the execution process of the application through task
scheduler. The developers can run, stop, pause or check the
status of their applications running via the APIs provided by
WikiModelling.

Connector
(triangle)
Visualizer
(square)

AVAILABLE ELEMENTS IN THE APPLICATION EDITOR
Description
Select single or multiple sensor data sources
available in the platform
Query the data source (e.g. query with location,
time, values, etc.), undertake data fusion
operations
(e.g.
aggregateValue,
union, etc.)
Apply various prediction, mining and analysis
models on data. The system has a model
repository and runtime environment where users
can contribute their own models.
Control the flow of the application, such as loops
and conditions.
Visualize the output of the application. The
visualization libraries are also user-contributed.

B. WikiModelling - Workflow Engine
Underpinning the WikiModelling editor is a workflow
engine based upon the extension of the HierSynth [19]
engine originally developed to target the Architectural
Engineering and Construction (AEC) industry. In this
industry a key requirement is the inclusion of the design
structure (e.g. buildings in a development or floors and
rooms in a building) within the workflow graph. This allows
per element analysis on multiple scales. Hence the engine
provides features which re-conceptualize the workflow graph
to reflect the structure of the design.
The engine supports several interesting features that are
suitable for sensor data management. Most notably it enables
the workflow graph to reflect a hierarchical decomposition of
the design; for example breaking down the city by suburb,
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This data model provides simple aggregation of results to
the various levels considered in the decomposition; simply
by averaging or summing all child nodes in the hierarchy.
This enables rapid production of summary statistics for a
high-level overview of sensor or simulation data. The
hierarchy then provides rapid localization of anomalies or
faults and allows management of large quantities of sensor
data across a range of geographical scales. The
WikiModelling engine provides a plug-in architecture to
support extension of the nodes available to create workflows
with. Nodes are of four types:
• Template – these store data about entities within the
design or the area under study.
• Query – these are data sources for example
connections to the wikisensing.org platform.
• Analysis – these are either machine learning
modules or more traditional models – for example an
agent based model for traffic simulation.
• Logical – these nodes affect how the workflow is
executed, for example forking a branch of the
workflow or optionally execution only a part of the
workflow.

district and building to address the multi-scale/resolution
challenge. This is achieved by incorporating queries and
templates into the workflow graph. On expansion of the
query the template is instantiated for every result. This
expanded structure can then be annotated with analysis at
every level of the design decomposition. This enables simple
scaling of analysis on multiple scales and enables simple
multi-scale model integration based upon the design
decomposition structure. This feature is useful for sensor
analysis of large urban areas allowing fine grained per sensor
analysis to be combined with local area and city scale
analytics in a clearly defined way. Such multi-resolution
information can be extracted from WikiSensing, potentially
using ‘Virtual Sensors’.
Fig. 7 shows an example of this hierarchical design
decomposition, with building level analyses and connections
to building level sensors used within the analyses. Analysis
at higher scales can access the results of those at lower scales
via “execution links” defined by the user. These relate two
nodes (a, b) in the execution graph and have the semantics
that all subsequent nodes to the one linked (b) must finish
executing before the original node (a) can execute. This
ensures that a link from a district wide analysis to a district
node will not execute until all analyses within the district
have executed allowing the high level analysis to use the
results of the low level analysis.

Figure 7. An example HierSynth workflow hierarchy.

The analysis nodes can operate in a variety of
environments and locations. These will vary from Hadoopscale big data processing tasks to single spreadsheet based
models being run on the local server through to a traffic
simulation running on a remote platform. This variety in
analyses and locations of execution is critical to supporting
this platform [26] as it enables each stakeholder to retain
control of their IP and infrastructure by providing a service
which the WikiModelling system can interact with to
execute nodes in a workflow graph.
Alongside these nodes a number of services are provided
by the platform to generate insight via workflow and models.
These include scenario generation and sensitivity analysis of
workflows and models. These services can be invoked via
the API and produce large ensembles of scenarios under
which the workflow is to be run. The workflow engine
provides a full caching engine to avoid re-computation of
costly analyses as well as an analysis management engine to
manage contention for execution resources from processing

Figure 6. An example of sensor application description.

Each workflow is executed for a number of scenarios.
These scenarios contain configuration, design and sensor
data and are provided as inputs to the RESTful API service
when the workflow is published using the workflow
scheduler. These enable the same workflow to be used for
considering multiple future scenarios, locations or possible
interventions. Examples include different climates or
different cities. This helps to address the challenge of
decision making. Scenarios flow through the workflow
graph between nodes, being updated by each node and
branching at forks in the graph. This branching enables the
scenario to be specialized to particular elements of the
decomposition (e.g. a particular location or building). The
scenario can similarly be updated to contain the results of
analysis data or sensor data.
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ontology is stored as graphs in a RDF Quad store database.
WikiSensing stores live stream data as well as the history of
the stream by associating sensor readings with a timestamp.
The analysis of this data can either be done on the historical
data or the live data. The former is executed in a passive
nature while the latter polls for any new data.
Data Trustworthiness Management: In order to simplify
trustworthiness assessment, we extended WikiSensing with
capabilities for calculating trustworthiness scores on
available data. These scores are based on anomaly detection
techniques that identify if a sensor is reporting conflicting
information with its neighbouring sensors, with historical
trends or if it violates minimum and maximum values known
from its context. Different data visualization tools are
provided to simplify detecting such conflicts when they
occur. Moreover, users are provided with the opportunity to
assign their own rating for the sensor or measurement
trustworthiness.

time, memory or licensing and concurrent request limitations
on external API’s.
Portions of workflows together with configured nodes
may be shared with other users via a data and model
repository which will promote reuse of data and expertise.
This could form the basis of a marketplace for model and
data expertise. Together these capabilities lead onto the idea
of connecting multiple workflows together. For example
using one to carry out prediction on a set of temperature
sensors to identify future trends; then secondly identifying
the likely implications for energy demand. This can be
achieved by extracting scenarios from the computed analysis
workflows which can then be entered into the subsequent
energy demand prediction workflow; such chaining of
workflows enables design space exploration [19].
C. WikiSensing Datastore
WikiSensing is an online collaborative sensor data
management system is based on a three-tiered architecture
(Fig. 2). The client layer interfaces the user by providing a
web interface for sensor data management and a Wiki based
front end for sharing of knowledge and information. The
database tier hosts the databases for the sensor and the wiki
data. The application layer contains the business logic for the
services, controlling user access, managing the data and
supporting online collaborations. The application layer
directly interacts with the database via the data access
module. This forms the foundation for the WikiModelling
subsystem of our architecture.
Data Management: The data management module
supports querying, setting up triggers on data streams and
validating and verifying the data that will be stored in the
system. This further contains logic to optimize querying in
order to enhance the performance of aggregation operations
and creating ‘Virtual Sensors’. The main forms of querying
can be categorized into regular queries that select sensor
details such as sensor readings and its deployment
information and aggregation queries that combine several
data streams. The system also supports continuous queries
that provide readings to the users uninterruptedly within a
specified time period. Triggers are mainly used to inform
users when a certain threshold has been reached on a
particular data stream. This is useful to provide alert in the
case of abnormal or unusual behaviours of sensor readings.
The optimizer module focuses on increasing the efficiency of
the aggregate queries which is considered as one of the most
common operations in sensor data management [27]. It is
responsible for analysing the information that contains the
data streams that constitute the virtual sensors and
identifying the most efficient (with minimal amount of
database reads) methodology for aggregation. This also
controls the storage of the virtual sensor readings in a cached
repository for quick access. The API web services exposes
the functionalities of WikiSensing in order to be used from
different programming platforms. The web service provides
functionality for users to connect to the WikiSensing
middleware using different technological platforms. The
ontology engine component manages and queries the
ontology via an API that supports SPARQL [25]. The

V.

CASE STUDIES

We have constructed an initial prototype of our
Concinnity platform through the integration of the different
components described in the previous section. In this section
we describe three case studies which are helping us show the
proof of concept of our platform and also to elaborate
challenges we outlined earlier and to provide use case
scenarios.
A. Assessing Data Trustworthiness
We address the challenge of data trustworthiness of
BigData mentioned in section (I, D) by introducing a set of
features that are capable of assessing trust. Here we describe
a practical deployment of our system first, with the intention
of exploring the data manipulation and trustworthiness
assessment capabilities of WikiSensing.
WikiSensing was used as one of the data stores that
supported the Hackathon event at the Urban Prototyping
London (UP London) festival on 19-21 April 2013. For the
Hackathon, WikiSensing hosted MetOffice temperature and
wind speed data (two weeks), Transport for London tube
boards and traffic disruptions data two weeks), and devicelevel electricity usage data for a single household (three
years). In order to ensure reliability during the 3-day event,
we stress-tested the system for 200 concurrent users and
deployed back-up cloud infrastructure on Windows Azure
[29].
Secondly we explored the trustworthiness of sensor data
at UP London’s Crackathon competition on 22 April 2013

Figure 8. Data trustworthiness heat map to detect anomalies.
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where WikiSensing’s data trustworthiness API was first
tested with external users. For the Crackathon, contestants
were given air pollution data of four types from 140 sensors
at an area in East London, which had been selectively altered
to simulate different potential attacks on the data. The task
was to assign a trustworthiness score to measurements of
different sensors at different times, with the aid of
WikiSensing’s trustworthiness API which offered historybased and neighbour-based abnormal reading detection. Fig.
8 shows one visual anomaly detection tool used.
B. Electric Car Vehicles
In the context of the city understanding the future impact
of electric vehicles upon the electrical grid is key to the
resilience of the city’s infrastructure. To address this
researchers in London’s Digital City Exchange have
proposed a collaborative approach [26] to modelling the
impact of electric vehicle charging upon the electricity
grid. This approach brings together experts in transportation
studies with those studying the electrical grid. In a nutshell
an agent based transportation model will be used to simulate
expected journeys within the cities. This journey information
will then be translated into the state of charge of a collection
of electric vehicles together with their locations through the
day (the opportunities to charge them). Finally these
charging profiles will be translated into load in the electricity
grid based upon a variety of charging and pricing strategies.
Concinnity will support this analysis by enabling the
collaboration on a single platform by aiding the integration
of models and data together using the WikiModelling system.
This workflow will be driven using data from a range of
sources including National Statistics and maps and electricity
grid statistics. These must each be aggregated to the correct
level of the multi-scale representation at which the workflow
is being run, using a hierarchical workflow similar to Fig. 7.
This will enable running the simulation at different scales,
perhaps with a city-wide transpiration simulation being used
by district and substation level electricity grid simulations.
There is the potential to extend this case study to deal with
sensor data collected from current electric vehicle owners as
to their typical journeys, state of charge and charging times.
However this will necessitate complex data fusion from
crowd-sourced data which will have inherent uncertainty.
Addressing these challenges remains an integral goal of our
system to enable this case-study on our platform.

Figure 9. A functional MRI data analysis design diagram in AppEditor.

preferred ways. From the provider’s point of view, such
massive growth of these big health sensor data creates both
data manageability and collaboration challenges.
Concinnity also has applications beyond traditional
digital cities and can provide a basis for applications in
healthcare as well as in medical research. The platform
allows individuals to contribute data about their lifestyles
and well-being via smartphones, tablets and wearable
devices. The platform made the collected data available for
sharing and collaboration. It also enables such crowdsourced data to be analysed in various ways by composing
different models and workflows in AppEditor.
To explore such applications, we have also prototyped an
application for the analysis of functional magnetic resonance
imaging (fMRI). Using controlled stimulus, fMRI collects a
sequence of brain images in order to localize brain activities
that rely on neuron activity across the brain or in a specific
region. The detected activities are very useful to plan for
surgery and radiation therapy of the brain [28]. fMRI
techniques have inherent limitations, such as limited number
of sensor data and noises (e.g. thermal noise, system noise,
and physiological noise). Therefore, the big challenge of
fMRI technique is to accurately localize the brain activities
with high spatial and temporal resolution signals generated
from a low resolution and noise sensor data. In this case
study we will show our first attempts to apply our platform’s
concepts in this domain, using fMRI measurements.
We use Concinnity to construct a complex functional
MR images analysis workflow as Fig. 9, which consists of
three stages: fMRI reconstruction (reconstruct high
resolution fMRI signal from a limited number of sensor data),
pre-processing (remove uncertainty of the signal), and
statistical analysis (activities detection). For each stage,
various methods/models are integrated. We can select one or
more of these for different analysis purposes. In
addition, the platform allows users to store and share their
raw data and analysis results. This helps other users to
evaluate the analysis in a collaborative way and eventually
get more accurate and comprehensive output signal.

C. Health and Medical Applications
Current smart phones have many embedded sensors
ranging from microphones to gyroscopes and proximity
sensors. Similarly, new generations of professional wearable
medical sensors can now connect to smart phones and
transfer sensing results directly about person’s health;
including blood pressure, oxygen saturation, blood glucose
level, Electrocardiogram (ECG), Electroencephalogram
(EEG) and electro-cardiography (EKG).
However, there is currently no standardized format of
storing and exchanging this data. This has created
heterogeneity and disparity challenges, making it difficult for
users to reclaim back their data, manage or remix it in their

VI.

CONCLUSIONS AND FUTURE WORK

A foundational challenge in the smart city is that
collaboration in the use of city data is fragmented with no
common coherent structure. This precludes many benefits
we might glean from our growing and increasingly digital
cities. Without a new generation of sensor data management
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platforms as explored in this paper the adoption and benefits
of the smart city will be substantially reduced. Particularly as
challenges in collaboration and data heterogeneity breed an
increasingly fragmented patchwork of systems and data
unable to exploit the benefits of multi-resolution and multiscale data analysis compounded by the inherent disparity of
data, its uncertainty and potential untrustworthiness.
Creating this new generation of sensor data management
platforms has many benefits, most notably in network effects
enabled by collaboration. Citizens will gain new real-time
services allowing more informed decision making, this leads
to optimisation and greater efficiency in the use of city
services; a key goal of city authorities. This is enabled by
developers utilising the platform to combine data and models
in novel ways; providing value to data providers via new
monetisation streams.
The Concinnity system addresses the five identified
challenges via its sub-systems. For example the
wikisensing.org data platform aids crowdsourcing of data
whilst collating metadata to deal with its disparity and
providing tools to assess its trustworthiness. Similarly the
workflow system is designed to address the multi-scale
challenges whilst allowing integrated consumption of data to
aid model based decision making. This is supported by a
collaborative workflow editing system.
To validate the Concinnity platform we have proposed
three case studies utilising different aspects of the system to
respond to the challenges facing the next generation of
sensor data management platforms. At present this
architecture is being implemented by integrating and resting
the components described in Figure 1. Once completed the
authors look forward to reporting the lessons learned from
these case studies. This will provide a platform for further
research for supporting wider multidisciplinary studies in the
context of the realization of the smart city concept and serve
as a digital exchange framework.
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